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Executive Summary 
This report provides a detailed description of the security concerns and connectivity approaches in the 

SANCUS ecosystem. The goal for the security concerns’ analysis is to identify, list and prioritise the 5G 

system cybersecurity threats, and provide a mapping with the proposed SANCUS engines that are 

responsible to deal with each type. This analysis will then assist in the proper evaluation of the proposed 

security framework through targeted use case scenarios, as well as in the positioning of the SANCUS 

solutions with respect to the related research filed and the market needs. The goal for the identified 

connectivity approaches is to provide an initial representation of the overall SANCUS architecture and a 

representation of the engines and their interconnections. 

For the categorization of the security threats and vulnerabilities, the 5G system is split into 3 technological 

domains, namely the core, the edge node and the end users/IoT level.  At the core level the security 

concerns are further split into: a) SDN/NFV threats that deal mainly with protocol related vulnerabilities, 

b) VNF code related threats that concern the vulnerabilities related to network function software issues,  

and c) platform related threats that depend on the utilised platform structure mainly Server virtualization 

Software security threats and Container based threats. At the edge node level the security concerns 

consider: a) Service application threats, related to the service components deployed at the edge of the 

network and close to the end user locations b) RAN control threats that affect the functions related to the 

physical infrastructure properties of the access network and c) VNF code threats for network functions 

deployed at the edge, related primarily to the deployment of open APIs. Finally, at the end user level the 

threats can be classified into: a) IoT and end-user device threats which include a large number of attacks 

of different types and b) applications related attacks which in turn can target the app software and/or the 

end user behaviour.   

Security issues that occur at the core level have in general higher impact and severity as they can affect a 

large number of services or connections. However, the closed and vendor-specific structures used in the 

core, in combination with strict protocols and implementation rules reduce the probability of a security 

violation at this level. On the opposite site, the end user level is vulnerable to attacks, but these are mostly 

concentrated on specific end users. The edge node lays in the middle and although it is managed by 

solutions provider from specific vendors, has significantly high vulnerability with respect to the core level 

due to the utilised open access interfaces. This becomes more severe today due to the advent of ORAN 

architecture. A detailed list of seventy nine (79) identified threats  and vulnerabilities is presented in this 

report and evaluated in terms of impact likelihood and severity. The threats are also linked to SANCUS 

engines. 

The majority of the identified security concerns are handled through 3 of the SANCUS security engines, 

namely the Firmware Inspection Validation (FiV) engine, the Code Integrity Verification (CiD) engine and 

the System Intelligent Defence (SiD) engine. The Modelling of Individual Unit (MiU) engine collects the 

identified incidents and provides a unified multi-dimensional assessment model which then interacts with 

the Game Implicit Optimization (GiO) engine that extracts the optimised security recommendations for 

the system. An Attack Configuration Engine (AcE) completes the initial SANCUS suit and assists in the 

proper generation of security incidents. The above engines are combined under the system high-level 

architecture described in the project DoA. This initial architecture is revised and extended with the 

addition of two essential components, the security orchestrator and the events triggering modules that 
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complements the overall functionalities and allow the architecture integration as a unified operational 

security suite. In the next step, the connectivity approaches to all the interfacing components are 

identified and justified focusing primarily on REST and GraphQL APIs with security features.  

Finally, the SANCUS operational tools and services are identified. For the containerised approach that has 

been selected, the container management and orchestration framework is defined and is based on the 

use of Docker components orchestrated over Kubernetes.  
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1 Introduction 
The SANCUS project’s core hypothesis is that security vulnerabilities and bugs of original equipment 

manufacturer (OEM) firmware in 5G network systems can be identified and corrected by introducing 

automated code‐review mechanisms with improved accuracy and searching speed. Therefore the project’s 

target is to assess the impact of the firmware risks on container‐oriented open‐source development 

platforms, services and applications, thus, aiming to integrate contemporary technologies for automated 

security validation and verification, (e.g. dynamic risk assessment, AI/ML processing, security emulation 

and testing), with unique optimisation modelling. 

To do so, the SANCUS project will build a number of new engines capable to manage vulnerability issues 

stemming from the firmware code level to the system’s virtualised functions and platform level, as well as 

an intelligent protection recommendation engine based on a multi‐dimensional optimisation process, 

subject to the risk assessments of every network unit.  

As a primary task within the project, the first logical step identified was to sub-divide the 5G ecosystem 

into three broad technological-level domains, namely the Core, Edge-Node, and End-user level. Within 

each of the domains: potential risks, threats and security concerns were identified in their corresponding 

sub-domains, by means of thorough literature review of the latest available scientific findings, as these are 

related to each of the sub-domains. All of the identified risks were aggregated into a table, and classified 

as per impact, likelihood and severity to the target 5G network, and the relevant SANCUS engine that can 

identify/mitigate each risk at current or later stages was then acknowledged.  

Following the threat classification, each of the six SANCUS engines was defined, and finally a review of the 

initial and revisited high-level architecture was detailed, including all connectivity approaches to the 

various interfacing elements and their significance. 

1.1 Mapping SANCUS Outputs  
The purpose of this section, is to map SANCUS’s Grant Agreement (GA) commitments, both within the 

formal Deliverable and Task description, against the project’s respective outputs and work performed.   

Table 1 Adherence to SANCUS' GA Deliverable & Tasks Descriptions 

SANCUS GA 
Component Title  

SANCUS GA Component Outline  Respective 
Document 
Chapter(s)  

Justification  

Task 2.1: 
Identification and 
classification of 
recent security 
concerns in the 
OEM supply 
chain  

- The identification of potential risks and security 
concerns from the code‐level, link layer 
(firmware)‐level, and service‐level.  
- The interdependences will then be introduced 
with emphasis on potential code and firmware 
vulnerabilities.   
- The network control (NFV‐based), edge and 
cloud interconnection, and service deployment 
vulnerability estimations.  
 

- The identified security concerns will be listed 
and classified qualitatively in terms of high‐level 

3.4 
 
 

3.5, 
 
 

3.6, 
 
 
 

3.7 
 

Core level: SDN/NFV, 
VNFs code, virtualization, 
firmware threats. 
Edge-node level: RAN 
control, service apps, 
Edge VNFs. 
End-user level: IoT 
devices and application 
threats. 
 
Table of all identified 

threats, their impact 
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network performance measures related with 
security, reliability, and efficiency (system and 
network service performance).  

 
 
 

classified as likelihood,  

severity and the 

proposed SANCUS 

Engines. 

Task 2.2: 
Connectivity 
approaches in the 
scope of 5G 
cloud‐native 
system network  

 The overall task objective is to identify how to 
design the cloud‐native 5G network by taking 
small, reversible and low‐risk steps, and by fully 
exploiting the standard cloud delivery model.  

5.1 
5.2 
5.3 
5.4 

System architecture. 
Security orchestrator. 
Connectivity approaches 
Operational tools. 

 

1.2 Report Structure 
This deliverable is structured as follows: 

- Chapter 2 serves as the introduction to the report. 

- Chapter 3 defines and details the SANCUS technological domains, and their corresponding sub-

domains. Then proceeds to examine the relevant threats within each. Ending with an aggregated list of 

threats identifies per domain and mapped to relevant SANCUS engine.  

- Chapter 4 describes the SANCUS engines and their mitigation techniques.  

- Chapter 5 defines the initial SANCUS architecture and connectivity approaches. 

- Chapter 6 is the conclusion and recommendations of this report.  
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2 Security Concerns in OEM Supply Chain 
This chapter outlines the main objectives, methodology and overall scope of the security concerns in OEM 

supply chain investigation. 

Objective: identify threats and vulnerabilities in the OEM supply chain, then categorize 

and classify them according to impact/severity, and finally map to the relevant SANCUS 

engine that can be used to detect the specific applicable threats. 

Methodology: The task at hand is essentially a literature review of all of the 

standardization documents and telecommunication best practices (Including 3GPP, IEEE, 

NIST, etc.), in an effort to consolidate with a well-rounded picture of all threats that are 

possible to the 5G ecosystem. To tackle the sea of information, the threat landscape is 

divided into three domains, Core Domain, Edge-Node Domain, and End-User Domain, 

corresponding to the three domains addressed within the SANCUS engines.  

The four-stage process followed to accomplish this task is shown in the figure below. 

Figure 1: Process of treat investigation and classification 

Scope: The scope of the exploration went beyond the specific threats and vulnerabilities 

that can, and will be addressed within SANCUS, for the sake of providing a birds-eye-view 

of the 5G threat landscape. 

2.1 5G Security 
The rapid advent of 5G enabling technologies and their components, present a continuously growing list 

of threats that can affect 5G (and beyond) networks. The criticality is due to the fact that data permeates 

virtually every aspect of our lives, from our health and safety, personal and societal interactions, job 

requirements, up to global functioning mechanisms. Therefore, the criticality of securing 5G, goes far 

beyond the network components, as its compromising can affect multiple aspects of our lives, if not all.  

Security is defined as the state of being free from danger1. By designation not specific to 5G, security 
encompasses multiple factors that can only work in harmony and continuity in order to secure any given 
components, entities, structures, or a network. The classical factors are: Technology, process, people and 
physical factors. Within SANCUS, the only relevant factor is technology, thus the remainder of this report 
will be exploring vulnerabilities that can threaten the various technological components that will be 
emulated in the project, and eventually be addressed and mitigated via the SANCUS engines.  

                                                             

1 https://www.merriam-webster.com/dictionary/security  

Resource 
Collection

Review Consolidate Classify

https://www.merriam-webster.com/dictionary/security
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2.2 SANCUS Technological Domains and threat categories 
Every ICT ecosystem is always as secure as its most vulnerable component. SANCUS ecosystem is complex 

and heterogeneous regarding its structure and the variety of different devices that are supported. 

Therefore, its security concerns were broken down at different technological domain levels, to ease the 

process of identifying the possible threats and vulnerabilities.  

The figure below shows an overview of the domain levels and their sub-levels, where the following 

chapters will define and explore each domain respectively.  

 

Figure 2 SANCUS Technological Domain Levels 

To summarize the upcoming detailed investigations, we show in the table below a set of broad threat 
categories and their relevant attacks. 
 
 

Table 2 Threat Categories vs. Attacks Overview 

Threat Attack 
Abuse DDoS, malware, exploits, targeted attacks 

Eavesdropping/Interception MITM, communication hijacking  
Outage Device and network failure 

Data Loss  Sensitive data breach 
Hardware Failures/malfunctions  Design vulnerabilities 

 

SANCUS Domains

Core

Control & 
Management 

(SDN/NFV)

Deployed VNFs 
Code

Infrastructure

Edge Nodes

Service Apps

RAN Control

Edge VNFs code

VNF Chain 
creation & 
Interfacing

End Users
IoT Devices

Applications
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2.3 Core Level 
One of the most important innovations in the 5G architecture is the complete virtualisation of the Core 

network [1]. The Software Defined Network (SDN) brings simplified management together with innovation 

through abstraction. Network Function Virtualisation (NFV) provides the enabling technology for placing 

various network functions in different network components on the basis of performance 

needs/requirements; and eliminates the need for function- or service specific hardware. SDN and NFV, 

complementing each other, improve the network elasticity, simplify network control and management, 

break the barrier of vendor-specific or proprietary solutions, and are thus considered as highly important 

for future networks. These novel network technologies and concepts - heavily relying on ‘softwarisation’ 

and virtualisation of network functions will introduce new and complex threats. The Core network is the 

central part of the 5G infrastructure and enables new functions related to multi-access technologies. Its 

main purpose is to deliver services over all kinds of networks (wireless, fixed, converged).  

In this section the basic threats concerning the Core 5G network are outlined in the following way; In the 

first chapters SDN and NFV 5G functions are discussed and in the later chapters VNF code general threats, 

virtualization platform threats and firmware threats (bare metal threats) are outlined.   

2.3.1 SDN/NFV threats  
This sub-chapter will explore SDN and NFV threats, classify and categorize them. 

Threat impact of SDN architecture and CIA triad 

SDN based architecture introduces new security threats which will be classified below according to their 

particular impact on the Confidentiality, Integrity and Availability  (CIA) of data and resources2. In 

particular: 

- Confidentiality: Confidentiality means avoiding delicate data like flow table or device data being 

revealed to unauthorized parties at the switch level. Attackers may attempt a variety of techniques 

such as scanning, hijacking, and spoofing to gather interesting information. For controller related 

systems, confidentiality means to avoid delicate data such as policies, rules, and controller data being 

disclosed to unauthorized parties. For the linked channel, confidentiality means ways to allow for safe 

communication among the switches as well as controllers and protect against the disclosure of delicate 

data to unapproved parties. 

- Integrity: Integrity refers to the defence of the information elements to be altered by unapproved 

third parties, where components here consist of hosts, flow table and switch at the switch level. The 

Open-Flow permits a switch to upgrade its flow table by removing and adding flow policies. However, 

the control strategy is typically not a specific implementation and is improved in this system, which 

can open a gap for the attackers. Regarding the controller, integrity attempts to defend the controller’s 

data from being altered by controller’s policy or being harmfully modified by unapproved parties. For 

the channel related networks, integrity refers to making sure that the information transmitted is 

accurate, steady, cannot be repudiated, and is trustworthy.  

- Availability: For a data plane at the switch level, availability refers to guaranteeing that approved 

parties can access the forwarding device as well as associated data when desired. In an OpenFlow3 

                                                             

2 https://www.csoonline.com/article/3519908/the-cia-triad-definition-components-and-examples.html  
3 https://www.sciencedirect.com/topics/engineering/openflow  

https://www.csoonline.com/article/3519908/the-cia-triad-definition-components-and-examples.html
https://www.sciencedirect.com/topics/engineering/openflow
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switch, the flow tables are a vital component that holds flow policies to identify the activities that take 

place. Invaders can trade off it with a variety of intrusions like DoS attacks. For the control related 

case, availability refers to making sure that approved parties can access the controller for demanded 

data when desired. For the channel level, availability refers to making sure that authorized parties like 

switches and controllers can access each other when desired. 

SDN security threats 

To address the security issues and ensure the correct functioning of a Software Defined Network 

deployment, three key domains are involved: Control & Management plane, Forwarding Data plane and 

Northbound Application plane. Multiple references [2] [3] [4] [5] [6] [7] [1] have been used to gather 

information for this section. 

The most important Software Defined Networking security concerns are:  

1. Spoofing: The controller provides an abstraction to applications so that the applications can 

read/write network state, which is effectively a level of network control. If an attacker 

impersonated a controller/application, it could gain access to network resources and manipulate 

the network operation. This is also a result of the possible lack of mechanisms to ensure trust 

between the controller and management applications. 

Furthermore, the network topology by which various packets of the protocol like LLDP, IGMP, and 

ARP sent by switches is monitored by SDN controllers as OpenFlow PACKET_IN messages to build 

its view of the topology of the network. LLDP messages are handled by controllers to discover the 

topology and IGMP messages to support multicast group. Malicious hosts spoof the above 

messages to corrupt the controller topology and install flow rules to launch a variety of attacks on 

the network. 

It is important, of course, for there to be mutual authentication between the controller and 

switching/routing entities. Should the controller be spoofed, the switching fabric is at risk of being 

taken over and misused. On the other hand, should the switches be spoofed, there are equally 

concerning issues: 

a. the intended topology of the virtual network might be revealed to an attack, yielding 

useful mapping and attack data and 

b. the controller, which should act as a trusted holder of knowledge of the state of the 

network, ceases to hold this role. 

c. the lack of TLS adoption by major vendors (and in the majority of open source controllers 

and switches) can allow a man-in-the-middle attacker to impersonate the controller and 

launch various attacks. 

2. Tampering: If intermediate entities are introduced between the data and control plane 

components for provisioning of virtual networks e.g. Layer 2/3 agents, then proper security 

mechanisms should be used between every interface, component, and communication channel. 

Otherwise, Man in The Middle (MiTM) Attacks would be effective by modifying those channels. 

Worth to mention is that the controller can program the network devices to control the flow of 

traffic in the SDN. If an attacker is able to hijack the controller then it would effectively have control 

over the entire system. From this privileged position, the attacker can insert or modify flow rules 

on packet forwarding in the network devices - and general fraudulent rule insertion, which would 

allow packets to be steered through the network to the attacker’s advantage.  
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Another concern would be the flashing of network element firmware with customized software 

(malicious software, persistent boot kits). Or even the downgrade of network element firmware 

to an old version (or simply out-of-date version). Not ruling out malicious or compromised - 

tampered northbound applications. 

3. Information Disclosure: While having logically centralized controller(s) allows improving the 

policy-deciding process, distributing the policy enforcement process across the physical switches 

introduces new risks and security threats regarding information disclosure.  

There is a variety of potential actions described in the OpenFlow switch specification for packet 

handling. These include forward, drop and send to controller. It is possible for an attacker to 

determine the action applied to specific packet types by means of packet processing timing 

analysis. The attacker can therefore discover the proactive/reactive configuration of the switch.  

Another open challenge in the SDN architecture is the secure storage of credentials (e.g., keys and 

certificates) for multiple logical networks in the programmable data plane. Leakage of those data 

has major impact. 

Finally, an attacker can end up reading or modifying data in the overall core architecture by 

accessing the network controller or transit flows. 

4. Denial of Service (DoS): In the case of SDN, the network devices require access to the control plane 

to receive traffic management instructions and traffic across the network requires access to the 

network device flow tables to dictate traffic management policies. The data-control plane 

interface and the network device flow table are therefore points of vulnerability to DoS attack.  

Attacks by Host & Switch are when the packets do not match a flow rule, OpenFlow mandates that 

packets must be sent to the controller by the switch. This agreement opens new opportunities for 

malicious hosts corrupting the transfer of the data plane and the network topology, both of which 

are essential to the correct portion of the SDN. Furthermore, concerning data plane forwarding, 

malicious switches and hosts could launch DoS/DDoS by exhausting the resources of the switches 

and the controller completely. Adaptation of conventional protections for such attacks in SDN is 

not insignificant. This is due to conventional intelligence frequently trusting switch knowledge to 

implement safeguards against identified security attacks. However, SDN switches are 

straightforward forwarding traffic. 

5. Elevation of Privilege: One of the original characteristics of SDN is described as centralized control. 

With the evolution of the technology, this is more accurately described as logically centralized 

control, which in many implementations is distributed. In the functional architecture of SDN, it is 

therefore possible for multiple controllers to access the data plane of the network. Similarly, 

applications from multiple sources (3rd party apps) may link to a pool of controllers. The controller 

provides an abstraction to applications so that the applications can read/write network state, 

which is effectively a level of network control that can be heavily impacted when an elevation of 

privilege occurs. 

Furthermore, an attacker performing a protocol, physical switch or communication channel and 

even Open API vulnerability attack, can result in exploiting it and gaining unauthorized controller 

access. 

6. Malicious Northbound Applications: Given that the controller acts as an abstraction from the data 

plane for the applications and that SDN enables 3rd party applications to be integrated into the 

architecture, a malicious application could have as much of a detrimental effect on the network 
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as a compromised controller. Similarly, a poorly designed or buggy application could 

unintentionally introduce vulnerabilities to the system. 

7. Configuration issues: Although the control plane works as the critical middleware facilitator 

between the network applications and data plane, even tiny and basic faults in network 

applications lead to the breakdown of the control plane and failure of network functionality. 

Additionally, traffic high-jacking & re-routing is possible, an illegitimate takeover of routing group 

addresses by corrupting the routing tables. 

Moreover, network security policies and protocols are continuously developed as network 

vulnerabilities are detected. Many of these will apply to the layers and interfaces of the SDN 

framework. However, there is little protection from such policies if they are not implemented or 

they are disabled without understanding the security implications of the deployment scenario. In 

an SDN-based network, it will be important for network operators to enforce the implementation 

of policies such as Transport Layer Security (TLS). 

8. Repudiation: Reputation is the nullification in the communication by one of the entities required 

in a communication that is has previously taken part in, either partially or fully. Interception and 

alteration of SDN control plane packets, by a rogue SDN controller that attempts to alter 

configurations of network elements or by persistent and slow Man in The Middle attack, can 

impact one fundamental attribute of a secure communication network, and that is non-

repudiation. 

 

Generic NFV, network protocols threats and call processing threats of 5G VNFs 

In a 5G core network, generic VNF threats, network protocol threats and particular VNF call processing 

threats exist. In this subsection, the generic NFV threats are examined first and then the network protocol 

threats. Lastly the threats based on the call processing of each separate VNF are presented. 

 Generic NFV threats 

a) Authentication threats 

 Authentication threat due to spoofing of information parameters contained 

different VNFs, and therefore compromise the data that the VNF holds. To this 

end, an authentication attribute is typically used, which, when combined with the 

user name, enables unambiguous authentication and identification of the 

authorized user. Authentication attributes include Cryptographic keys, Token and 

Passwords. 

 Authentication threat due to default/predefined accounts – Usually the VNF uses 

predefined or default accounts/attributes (e.g. guest, ctxsys), some of which are 

preconfigured with or without known passwords. If those predefined users are 

not properly deleted, then the unauthorized use of such an account can 

compromise the integrity of the system. 

 Authentication threat due to weak password policies – password change, 

password structure, Brute force and dictionary attacks, weak/insecure privilege 

escalation methods in interactive CLI/GUI sessions. 

 Authentication traffic spikes - This threat relates to a massive number of 

authentication requests sent by a malicious actor in a short time. A malicious actor 
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initiates traffic spikes or emphasizes the effects of natural traffic spikes with IoT 

devices aiming to connect. Consequently, the network will experience more 

signalling and authentication requests that is capable of handling. This kind of 

attack may be considered as a special case of denial of (authentication) service. 

Potentially, the authentication of authorized devices may fail resulting in the loss 

of connectivity. 

b) Authorization of NF service access 

 The authorizations for accounts and applications in the NFV must be reduced to 

the minimum required for the tasks they have to perform. If they are not 

restricted or if incorrect verification takes place then elevation of privilege via 

incorrect verification of access tokens is possible [8]: 

 An access token may be tampered so that an attacker can arbitrarily access any 

services from any NF service providers within the same PLMN or in different 

PLMNs, which leads to elevation of privilege and consequently information 

disclosure. 

 An access token may be tampered so that an attacker can block service access by 

replacing the granted services/NF service providers with unavailable services/NF 

service providers, which leads to denial of service. 

 An expired access token can be replayed so that an attack can access the services 

which may no longer be allowed by the NF service provider, which leads to 

elevation of privilege and consequently information disclosure. 

c) Exploitation and abuse [1] 

 Abuse of third party hosted network functions: This threat relates to availability 

issues and disclosure of sensitive data due to core network functions hosted on 

third-party cloud service providers’ systems. An untrustworthy cloud service 

provider could access, interrupt and modify user/control plane traffic traversing 

its premises on behalf of the MNO.  

 Abuse of lawful interception function: This threat relates to the abusive use of the 

lawful interception function (based on the law) performed by a network 

operator/access provider/service provider (NWO/AP/SvP), making available 

certain information to a law enforcement monitoring facility. This threat also 

considers the unauthorised access to this function when hosted outside the 

operator’s network. If a vendor/supplier has access to the mobile network then it 

will be possible for him to manipulate this function and bypass the audit 

mechanisms in a way that the abuse is not detected by the MNO. 

 Application programming interface (API) exploitation: This threat involves 

exploiting application programming interfaces (APIs) to launch different types of 

attacks. Much of the openness and programmability offered by the new 5G 

network architecture relies on the expanded use of APIs. The exploitation can 

target different types of API naming internal network functions, internetworking 

interfaces, roaming interfaces, etc. exposed in different layers of the network. A 

poorly designed or configured API with inaccurate access control rules may expose 

core network functions and sensitive parameters. It is important to highlight that 
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5G infrastructure will rely on COTS solutions that extensively use open source 

APIs. The level of quality and scrutiny imposed in the development and 

implementation of proprietary solutions should also apply for COTS and open 

source components. The threat of having one small compromised API in the 5G 

core may place the entire network at risk. 

 Exploitation of misconfigured or poorly configured systems/networks: Often 

identified as a vulnerability, it’s the exploitation of misconfigured or poorly 

configured systems that qualifies as a threat. The exploitation of a misconfigured 

system that in essence is from an unintentional nature, creates the opportunity 

for a threat actor to reach critical assets in the network or stage an attack. 

Configuration flaws may happen at different stages of the solution 

implementation life-cycle such as product installation and maintenance. Examples 

include poorly configured APIs, network functions, access control rules, network 

slices, administration rights, virtualised environments, traffic isolation, edge 

nodes, orchestration software, firewalls, etc. It is worth stating that this threat has 

consistently been a major cause of incidents reported to ENISA in the Article 13a 

security breach notification process.  

 Registration of malicious network functions. This threat is classified as nefarious 

activities or abuse of assets (NAA). An unauthorised network function (NF) or 

function embedding a Trojan, - introduced in the network by an insider (to the 

MNO) or a vendor/service provider - could be abusively installed in the service 

base architecture (SBA) and registered in the core network via NRF, in order to 

expose other malicious APIs. By having an unauthorized network function 

installed or activated, a malicious actor may have access to sensitive assets in the 

network to perform other type of attacks such as DoS, distribution of malicious 

software, stealing sensitive information, etc. 

d) Access to Log Data 

 In some cases, access to personal data in clear text might be required. If such 

access is required, access to this data may be logged, and the log may contain who 

accessed what data. The personal data stored in the log files may allow the direct 

identification of a subscriber which leads to privacy data violation. 

 Those data could also contain a unique system reference (e.g. host name, IP or 

MAC address) and the exact time an incident has occurred. Access to this data can 

lead to remote access exploitation and compromise the system integrity. 

 Network Protocol Threats - 5G protocol core network security issues and attack classification [9]: 

a) GTP protocol-based attack (Control Plane) - GTP messages are a control protocol 

related to creating and releasing tunnelling inside the core network for IP data 

transmission. From the initial stage of designing the standards, research results have 

published vulnerabilities around this protocol. For example, it is possible to conduct 

man-in-the middle attacks and DoS attacks against EPC or 5GC core equipment 

through the forgery of the field values of GTP messages, malformed GTP messages, 

and spoofing. 
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b) GTP-U protocol-based attack - A malicious actor may obtain network and subscriber 

information, including the tunnel endpoint identifier, by exploiting the vulnerabilities 

of the GTP protocol. The typical attack based on this protocol is a DoS attack that puts 

a load on the 5G core equipment through the GTP-in-GTP attack.  

c) Diameter protocol-based attack (Control Plane) - In 5G NSA core network, the 

diameter protocol is used in the MME and HSS sections for user authentication, the P-

GW and PCRF sections, and the P-GW and online charging system (OCS) sections for 

billing. Attacks using this protocol include connection hijacking and replay attacks.  

d) JSON Parser Exploits - One of the JSON parser exploits is that the parsers used by a 

generic NF may execute JavaScript or any other code contained in JSON objects 

received on SBIs, which are considered untrusted. Further, these parsers may include 

resources external to the received JSON object itself, such as files from the NF’s 

filesystem or other resources loaded externally. With such exploit, malicious code can 

be executed by an attacker to conduct several attacks e.g. tampering, information 

disclosure/stealing, DoS. There are following threats if JSON parsers are not robust: 

 For data structures where values are accessible using names (sometimes referred 

to as keys), e.g. a JSON object, if the names/keys are not unique and duplicated 

names/keys occur within such a structure, it can result in inconsistent values for 

that names (or keys), which leads to Denial of Service. 

 If the format and range of values for the IEs in API messages are not implemented 

as required (e.g. when the number of leaf IEs exceeds the maximum number or 

when the size of the JSON body of any HTTP request exceed the maximum size), 

security vulnerabilities may be introduced such as buffer overflow flow, which 

may lead to Denial of Service. 

 Call processing threats of 5G VNFs (according to [8]): 

a) Unified Data Management (UDM)  

b) Security Edge Protection Proxy (SEPP) 

c) Network Repository Function (NRF)  

d) Network Exposure Function (NEF)  

e) Session Management Function (SMF)  

f) Access and Mobility Management Function (AMF) 

g) User Plane Function (UPF) 

 

Assets and their threats 

The following lists the threats that are specific to the different VNF components in the 5G SBA  

 Assets and threats specific to the UDM 
a) Incorrect SUCI de-concealment 

 Threat name: Incorrect SUCI de-concealment 

 Threat Category: Denial of Service 

 Threat Description: If the SUPI in the UE and the SUPI retrieved from 

Nudm_Authentication_Get Response message are not the same, the AMF key 

generated based on the SUPI in the UE is also not the same as the AMF key 
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generated in the AMF/SEAF. As a result, the subsequent NAS SMC procedure will 

always fail. Hence, UE will never be able to use the services provided by the 

serving AMF. 

 Threatened Asset: Sufficient Processing Capacity 

b) Synchronization failure 

 Threat name: Synchronization failure 

 Threat Category: Denial of Service 

 Threat Description: If the UDM cannot handle the synchronization failure case 

during primary authentication, the SQN value stored in the UE and that stored in 

the UDM will not be synchronized. Hence, the UE will not be able to successfully 

authenticate with the core network. 

 Threatened Asset: Sufficient Processing Capacity, User Subscription data 

c) Failure to store the authentication status 

 Threat name: Failure to store of authentication status 

 Threat Category: Denial of Service 

 Threat Description: If the UDM does not store the authentication status of a UE, 

the 5G network cannot support the increased home control, which is useful in 

preventing certain types of fraud, e.g. fraudulent Nudm_UECM_Registration 

Request sending a malicious AMF for registering the malicious AMF in UDM that 

is not actually present in the visited network. Without the authentication status 

in the UDM, or if the stored authentication status is incorrect, the 

Nudm_UECM_Registration Request sent from malicious AMF may be accepted.  

 Threatened Asset: Sufficient Processing Capacity, User Subscription data 

 Assets and threats specific to the SEPP VNF  

a) Misusing cryptographic material of peer SEPPs and IPX providers 

 Threat name: Misusing cryptographic material of peer SEPPs and IPX providers 

 Threat Category: Denial of Service, Spoofing, identity, Tampering of Data, 

Information Disclosure 

 Threat Description: There are following threats if cryptographic material of peer 

SEPPs and cryptographic material of IPX providers are not clearly differentiated 

and misused: 

 The SEPP using the wrong cryptographic material will lead to the failure 

of N32-c TLS connection establishment with the peer SEPP; or lead to 

rejecting genuine N32-f JSON patches from an authentic intermediate IPX 

provider. This can result in service interruption as well as waste of system 

resources. 

 The SEPP will wrongly accept forged N32-f JSON patches signed by a peer 

SEPP, which maliciously impersonates an intermediate IPX provider. This 

can result in service data tampering as well as waste of system resources. 

 The SEPP will wrongly establish N32-c TLS connection with an 

intermediate IPX entity, which maliciously impersonates a peer SEPP. This 

can result in information disclosure as well as waste of system resources. 
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 Threatened Asset: SEPP Application, N32-c, N32-f, Application layer security data, 

Sufficient Processing Capacity 

b) Misusing cryptographic material beyond connection-specific scope 

 Threat name: Misusing cryptographic material beyond connection-specific scope 

 Threat Category: Denial of Service, Tampering of Data, Information Disclosure 

 Threat Description: There are following threats if the SEPP authenticates N32-f 

message modifications using the cryptographic material from an IPX provider 

which was not exchanged as part of the IPX security information list via the related 

N32-c connection: 

 The SEPP using the wrong cryptographic material will lead to failed 

authentication of N32-f message modifications signed by the authentic 

IPX provider, who is a part of the related N32-c connection. This can result 

in service interruption as well as waste of system resources. 

 The SEPP will wrongly accept N32-f JSON patches signed by an IPX 

provider, who is a part of a different N32-c connection. This can result in 

service data tampering as well as waste of system resources. 

 Threatened Asset: SEPP Application, N32-c, N32-f, Sufficient Processing Capacity 

c) Incorrect handling for PLMN ID mismatch 

 Threat name: Incorrect handling for PLMN ID mismatch 

 Threat Category: Denial of Service, Information Disclosure, Spoofing Identity 

 Threat Description: there are following threats if the SEPP does not make correct 

handling when detecting that the PLMN-ID contained in the incoming N32-f 

message does not match the PLMN-ID in the related N32-f context: 

 Without receiving error signalling message from the SEPP which detected 
the mismatch, the peer SEPP is not aware of such error and will continue 

to send the messages with errors. This can result in waste of system 

resources. 

 If the SEPP sends an error signalling message without indicating the error 

cause and the corresponding N32-f message ID, the peer SEPP is not able 

to identify what error occurs and what is the source message on which 

the error occurs. Hence the peer SEPP is not able to take actions 

accordingly. This can result in service interruption as well as waste of 

system resources. 

 The serving PLMN ID appended in the subject claim of the access token 

sent by a NF service consumer in the serving PLMN will not be checked by 

the NF service producer in the home PLMN. If the SEPP in the HPLMN 

detected the mismatch of serving PLMN ID in the access token but still 

forwards the NF Service Request to the NF service producer, the serving 

PLMN ID mismatch will not be detected by the NF service producer and 

the request will be wrongly accepted if all the other checks on the access 

token get passed. This can result in unauthorized service access by NF 

service consumer as well as waste of system resources. 

 Threatened Asset: Application layer security data, Sufficient Processing Capacity 
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d) Incorrect handling for protection policies mismatch 

 Threat name: Incorrect handling for protection policies mismatch 

 Threat Category: Information Disclosure. Tampering of Data, Denial of Service 

 Threat Description: For the following threats if the SEPP cannot detect the 

mismatch between the policies received on N32-c connection from a specific 

roaming partner and the policies manually configured on it for this specific 

roaming partner and IPX provider: 

 The policies received on N32-c connection from a peer SEPP could be 

tampered by an attacker, which is however not detected. Or the policies 

manually configured on the SEPP could be misconfigured, which is 

however not detected.  

 If Data-type encryption policies are tampered or misconfigured, the IEs on 

N32-f which shall be encrypted may be disclosed due to policy tampering. 

This can result in information disclosure.  

 If Modification policies are tampered or misconfigured, the IEs on N32-f 
which cannot be modified/added/removed by IPX provider may be 

tampered. This can result in tampering of data. 

 As the data-type encryption policies in the two partner SEPPs are not 
equal, a consistent ciphering of IEs on N32-f cannot be enforced. 

 Threatened Asset: Protection policies, SEPP Application, Sufficient Processing 

Capacity 

e) Weak JWS algorithm 

 Threat name: Use of weak JWS algorithm.  

 Threat Category: Information Disclosure. 

 Threat Description: There are multiple standard signature algorithms defined for 

JWS, among which some algorithms may be considered weaker than the others. 

If an IPX entity is misconfigured, a weak cryptographic algorithm can be used to 

sign the modifiedDataToIntegrityProtect JSON object, which is more prone to 

attacks. If the SEPP does not follow the restriction on the signature algorithm for 

JWS operation as required (using only ES256), it can be exposed to the threat 

described in clause 5.3.6.3. This can result in sensitive information exposure.  

 Threatened Asset: SEPP Application. 

f) Exposure of confidential IEs in N32-f message 

 Threat name: Exposure of confidential IEs in N32-f message. 

 Threat Category: Information Disclosure. 

 Threat Description: the following behaviours may lead to exposure of confidential 

IEs in N32-message, which can result in information disclosure: 

 if the SEPP does not correctly replace the cleartext representations of 
information elements requiring encryption with the value "NULL" and 

creates JSON patches in the dataToIntegrityProtectAndCipher object 

containing the encrypted values respectively, there is the threat that the 

sensitive information in original N32-f messages may be exposed to IPX 
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providers in the path or any other parties eavesdropping on the 

connection between roaming partners. 

 if the SEPP does not correctly apply the basic validation rule and verify 

that an intermediate IPX has not inserted an IE requiring encryption at a 

different location in a JSON object, there is the threat that a misbehaving 

or compromised intermediate IPX can copy the encrypted IE into a 

cleartext IE in a request. Then the receiving SEPP decrypts the encrypted 

IE and puts its value into the cleartext IE field, resulting in the confidential 

IEs in N32-f message being exposed in the clear. 

 Threatened Asset: SEPP Application, Service Messages to be sent/received over 

N32. 

 Assets and threats specific to the NRF 

a) No slice specific authorization for NF discovery 

 Threat name: No slice specific authorization for NF discovery. 

 Threat Category: Information Disclosure, Elevation of privilege.  

 Threat Description: If NF discovery authorization for specific slice is not supported 

by the NRF, the NF instance in one slice can discover NF instances belonging to 

other slices. This can result in reduced assurance level of slice data isolation, 

making the system easily attacked as well as wasting resource. 

 Threatened Asset: NF profile of available NF instances. 

 Assets and threats specific to the NEF 

a) No authentication on application function 

 Threat name: No Authentication on application function 

 Threat Category: Information Disclosure, tampering 

 Threat Description: If the authentication of the Application Function is not 

supported, the application function without legal certificates, or pre-shared key 

could be able to establish a TLS connection with the NEF. The data stored in the 

NEF may be exposed to an attacker. 

 Threatened Asset: NF and User Data 

b) No authorization on northbound APIs 

 Threat name: No Authorization on northbound APIs 

 Threat Category: Elevation of Privilege, Information Disclosure 

 Threat Description: A malicious AF without OAuth-based authorization or with an 

incorrect access token may invoke the NEF services arbitrarily. For example, an 

attacker may invoke the Nnef_EventExposure_Subscribe service provide by the 

NEF without authorization. The Event data related with this subscribe will be 

leaked to the attacker. 

 Threatened Asset: Sufficient Processing Capacity, NF and User Data 

 Assets and threats specific to the SMF 

a) Priority of UP security policy 

 Threat name: Non-compliant UP security policy handling 

 Threat Category: Tampering data, Information Disclosure 
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 Threat Description: It is required that user Plane Security Policy from UDM takes 

precedence over locally configured User Plane Security Policy in SMF. If SMF fails 

to comply with the requirement, user plane security may be degraded. For 

example, if the UP security policy from the UDM mandates the ciphering and 

integrity protection of the user plane data, but no protection is indicated in the 

local UP security policy at the SMF, and the local UP security policy takes the 

priority, then the user plane data will be sent over the air without any protection. 

 Threatened Asset: User plane data 

b) TEID uniqueness failure 

 Threat name: Failure to assign unique TEID for a session 

 Threat Category: Tampering data, Denial of Service, Information disclosure, 

Spoofing Identity 

 Threat Description: TEID, as part of the CN Tunnel information, is used by the UPF 

and gNB/ng-eNB for user plane routing. The failure to guarantee the uniqueness 

of the TEID for a PDU session result in interruption of the routing of the user 

traffic. It also create charging errors. If multiple PDU sessions were to share the 

same TEID at the same time, the counts for the network usage of a single PDU 

session will be in fact the counts for the network usage of multiple sessions,  

creating charging errors. 

 Threatened Asset: Session related data 

c) Charging ID Uniqueness failure 

 Threat name: Failure to assign unique Charging ID for a session. 

 Threat Category: Tampering data, Information disclosure 

 Threat Description: At the SMF if more than one PDU session were to share the 

same charging ID, the charging information for a PDU session would be wrongly 

correlated, creating charging errors. 

 Threatened Asset: Session related data 

d) UP security policy check 

 Threat name: Unchecked UP security policy 

 Threat Category: Tampering data, Information disclosure 

 Threat Description: It is required that the SMF verifies that the UP security policy 

received from the ng-eNB/gNB is the same as that stored locally at the SMF. If the 

SMF fails to check, security degradation of UP traffic may occur. For example, if 

the UP security policy received from the ng-eNB/gNB indicates no security 

protection, while the local policy mandates the opposite, and SMF uses the 

received UP security policy without validation, then the user plane data will be 

unprotected. 

 Threatened Asset: User plane data  

 Assets and threats specific to the AMF 

a) Resynchronization 

 Threat name: Resynchronization 

 Threat Category: Denial of Service  

 Threat Description:  
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 If RAND and AUTS are not included when synchronization fails, the 

resynchronization procedure does not work correctly. This can result in waste of 

system resources and deny a legitimate user access to the system.  

 Threatened Asset: Sufficient Processing Capacity 

b) Failed Integrity check of Initial Registration message 

 Threat name: Failed integrity check of Initial Registration message 

 Threat Category: Denial of Service 

 Threat Description: If integrity check of attach message fails, a user identity cannot 

be verified. This can result in waste of system resources and deny a legitimate user 

access to the system.  

 Threatened Asset: Sufficient Processing Capacity 

c) RES* verification failure 

 Threat name:  RES* verification failure 

 Threat Category: Denial of Service 

 Threat Description: If a malicious UE initiates a registration request using a SUCI 

and this request is followed by primary authentication in which an incorrect RES* 

is sent to the network, then the RES* verification will fail. In this case, if the RES* 

verification failure is not handled correctly, e.g., AMF/SEAF does not reject the 

registration request directly, or initiates a new authentication procedure with the 

UE, this would result in waste of system resources.  

 Threatened Asset: Sufficient Processing Capacity 

d) Bidding Down 

 Threat name: Bidding down 

 Threat Category: Tampering of Data, Information Disclosure 

 Threat Description: If SMC does not include the complete initial NAS message if 

either requested by the AMF or the UE sent the initial NAS message unprotected, 

the UE can force the system to reduce the security level by using weaker security 

algorithms or turning security off, making the system easily attacked and/or 

compromised.  

 Threatened Asset: User account data and credentials 

e) NAS integrity selection and use 

 Threat name: NAS integrity selection and use 

 Threat Category: Tampering of data, Information Disclosure, Denial of Service 

 Threat Description: If NAS does not use the highest priority algorithm, NAS layer 

risks being exposed and/or modified or being exposed to denial of service.  

 Threatened Asset: Sufficient Processing Capacity, Control plane signalling 

f) NAS NULL integrity protection 

 Threat name: NAS NULL integrity protection 

 Threat Category: Elevation of Privilege 

 Threat Description: If NAS NULL integrity protection is used outside of emergency 

call scenarios, an attacker can initiate unauthenticated non-emergency calls.  

 Threatened Asset: Sufficient Processing Capacity 

g) NAS confidentiality protection 



952672 - SANCUS - SU-ICT-02-2020  
D2.1 - Security Concerns and Connectivity Approaches in the SANCUS Ecosystem [Public] 
 
  

29 
The research leading to these results has received funding from the European Union Horizon 2020 Program (2014 -2020) under grant agreement n° 952672 

 Threat name: NAS confidentiality protection 

 Threat Category: Tampering of Data, Information Disclosure, Denial of Service 

 Threat Description: If security mode complete message is not confidentiality 

protected, the AMF cannot be certain that the SMC is executed correctly. This can 

result in waste of system resources and deny a legitimate user access to the 

system.  

 Threatened Asset: Sufficient Processing Capacity 

h) Bidding down on Xn-Handover 

 Threat name: Bidding down on Xn-Handover 

 Threat Category: Tampering of Data, Information Disclosure 

 Threat Description: If AMF cannot verify that the 5G security capabilities received 

from source gNB via the target gNB are the same as the UE security capabilities 

that the AMF has stored, the source gNB may force the system to accept a weaker 

security algorithm than the system is allowed forcing the system into a lowered 

security level making the system easily attacked and/or compromised.  

 Threatened Asset: User account data and credentials 

i) NAS integrity protection algorithm selection in AMF change 

 Threat name: NAS integrity protection algorithm selection in AMF change 

 Threat Category: Tampering of Data, Information Disclosure 

 Threat Description: If the highest priority NAS integrity protection is not selected 

by the new AMF in AMF change, the new AMF could end up using a weaker 

algorithm forcing the system into a lowered security level making thee system 

easily attacked and/or compromised.  

 Threatened Asset: User account data and credential 

j) Threats related to release of non-emergency bearer 

 Threat name: Release of non-emergency bearer 

 Threat Category: Denial of Service 

 Threat Description: If authentication fails in the AMF and the non-emergency 

bearer is not released, the UE can continue receiving unauthorized call, wasting 

valuable system resources. 

 Threatened Asset: Sufficient Processing Capacity 

k) Invalid or unacceptable UE security capabilities  

 Threat name: Invalid or unacceptable UE security capabilities  

 Threat Category: Tampering of Data, Information Disclosure 

 Threat Description: A flawed AMF implementation accepting insecure or invalid 

UE security capabilities may put User Plane and Control Plane traffic at risk, 

without the operator being aware of it. If NULL ciphering algorithm and/or NULL 

integrity protection algorithm of the UE security capabilities is accepted by the 

AMF, all the subsequent NAS, RRC, and UP messages will not be confidentiality 

and/or integrity protected. The attacker can easily intercept or tamper control 

plane data and the user plane data. This can result in information disclosure as 

well as tampering of data. 

 Threatened Asset: User account data and credentials, Mobility Management data 
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l) Failure to allocate new 5G-GUTI 

 Threat name: Failure to allocate new 5G-GUTI. 

 Threat Category: Information Disclosure. 

 Threat Description: If a new 5G-GUTI is not allocated by AMF in certain 

registration scenarios (i.e. receiving Registration Request message of type "initial 

registration", receiving Registration Request message of type "mobility 

registration update", receiving Service Request message sent by the UE in 

response to a Paging message), an attacker could keep on tracking the user using 

the old 5G-GUTI after these registration procedures. 

 Threatened Asset: Mobility Management data. 

 Assets and threats specific to the UPF  
a) No protection or weak protection for user plane data 

 Threat name:  No protection or weak protection for user plane data. 

 Threat Category: Tampering, Information Disclosure. 

 Threat Description: User traffic is transported between the gNB/ng-eNB and the 

UPF via N3 interface, or between two UPFs within a PLMN via N9 interface. If the 

user traffic transported over the interfaces is not confidentiality protected, it can 

be subject to eavesdropping. Information is leaked to unauthorized parties. If the 

user traffic is not integrity protected, attackers can tamper with user traffic at will. 

The receiver of the user traffic obtain false user traffic. If the user traffic is not 

replay protected, attackers can insert historical legitimate user traffic. This can 

lead to false network usage reported by the UPF, and consequently resulting in 

billing fraudulence.  If the protection implemented for the user plane data 

transported over the N3 interface and the N9 interface within a PLMN uses the 

wrong security profile, which may contain weak security algorithms or protocol 

versions known to be vulnerable, the level of the security of the user plane data 

may be degraded and fail to fulfil the required security.  

 Threatened Asset: User plane data. 

b) Threats related to signalling data 

 Threat name:  No protection or weak protection for signalling data over N4 

interface 

 Threat Category: Denial of service, tampering. 

 Threat Description: SMF controls the user plane path of PDU sessions through N4 

interfaces. If the signalling data over N4 interface is not protected e.g. against 

tampering, the user traffic may be wrongly routed and fail to arrive at the 

intended recipient. This can create Denial of Service. To support billing, UPF 

reports network usage to SMF over N4 interface. Unprotected network usage 

report can lead to billing fraud. If the protection implemented for the signalling 

data over the N4 interface uses the wrong security profile, which may contain 

weak security algorithms or protocol versions known to be vulnerable, the 

security level of the signalling data transported over N4 interface may be 

degraded and fail to fulfil the required security. 

 Threatened Asset: session related data. 
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c) Failure to assign unique TEID for a session [8] 

 Threat name: Failure to assign unique TEID for a session. 

 Threat Category: Tampering. 

 Threat Description: TEID, as part of the CN Tunnel information, is used by the UPF 

and gNB/ng-eNB for user plane routing. The failure to guarantee the uniqueness 

of the TEID for a PDU session interrupts the routing of user traffic. It also interrupts 

charging. If multiple PDU sessions were to share the same TEID at the same time, 

the counts for the network usage of a single PDU session will be in fact the counts 

for the network usage of multiple sessions, creating charging errors.  

 Threatened Asset: session related data. 

 

2.3.2 VNFs Code 
The most important VNF software security concerns are shown below, ranked from higher to lower priority 

depending on the impact they produce. The respective threat category according to CIA triad is also 

outlined. The following references [10] [11] [12] [13] [14] [15] [16] [17] have been used to gather 

information for this section. 

a) Improper Input Validation - confidentiality, integrity and availability 

b) Buffer overflows & underflows during Read or Write operations – confidentiality 

c) Dynamic memory deallocation - confidentiality, integrity and availability 

d) Cross Site Scripting & Cross Site Request Forgery - confidentiality, integrity, availability and 

authenticity (non-repudiation) 

e) Memory buffer bounds - confidentiality, integrity and availability 

f) Exposure of Sensitive Information - confidentiality 

g) Authentication & Authorization broken access - confidentiality, integrity and availability 

h) Integer wrapping - confidentiality, integrity and availability 

i) Insufficiently Protected Credentials - unauthorized interception, retrieval and Man-in-the-

Middle (MiTM) attacks, confidentiality 

j) Path traversal - confidentiality, integrity and availability 

k) Insecure deserialization of untrusted data - Integrity and service availability 

l) Security misconfiguration - exposure of sensitive information 

m) Insufficient logging & state monitoring control - data loss, system takeover 

n) Vulnerable software components - data loss, system takeover 

Improper Input Validation 

Input validation is a frequently used technique for checking potentially dangerous inputs in order to ensure 

their safe processing within the code, or when communicating with other components. When software 

does not validate input properly, an attacker is able to craft the input in a form that is not expected by the 

rest of the application. This will lead to parts of the system receiving unintended input, which may result 

in altered control flow, arbitrary control of a resource, or arbitrary code execution.  

Such validation can be applied to raw data, metadata or both. Such data can be structured or be simple – 

plain. Impact on confidentiality, integrity and availability is to be expected. A most common attack vector 

is injection attacks, such as SQL, NoSQL, OS, Code and LDAP injection, which occurs when untrusted data 
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is sent to an interpreter as part of a command or query. Without sufficient removal or quoting of SQL 

syntax in user-controllable inputs, the generated SQL query can cause those inputs to be interpreted as 

SQL instead of ordinary user data. This can be used to alter query logic to bypass security checks, or to 

insert additional statements that modify the back-end database, possibly including execution of system 

commands. In the case of OS or Code, the software constructs all or part of an OS command – code 

segment using externally-influenced input from an upstream component, but it does not neutralize or 

incorrectly neutralizes special elements that could modify the intended OS command when it is sent to a 

downstream component. Modern systems open their attach surface to XML – XPATH – XQUERY injection 

attacks. 

Buffer overflows & underflows during Read or Write operations 

Buffer overflows & underflows during Read or Write operations occur, when software application reads 

or writes data past the end, or before the beginning, of the intended buffer. Most critical is a buffer 

overflow because it can allow attackers to read sensitive information from other memory locations or 

cause a crash. A crash can occur when the code reads a variable amount of data and assumes that a 

sentinel exists to stop the read operation, such as a NUL in a string. The expected sentinel might not be 

located in the out-of-bounds memory, causing excessive data to be read, leading to a segmentation fault 

or a buffer overflow.  

Regarding the buffer underflow, typically, this can result in corruption of data, a crash, or code execution. 

In both cases the software may modify an index or perform pointer arithmetic that references a memory 

location that is outside of the boundaries of the buffer. A subsequent read operation then produces 

undefined or unexpected results. As a result, confidentiality is breached and penetration phase 

commences. 

Dynamic memory deallocation 

The use of previously freed memory can have any number of adverse consequences, ranging from the 

corruption of valid data to the execution of arbitrary code, depending on the instantiation and timing of 

the flaw. The simplest way data corruption may occur involves the system's reuse of the freed memory. 

Memory in question is allocated to another pointer validly at some point after it has been freed. The 

original pointer to the freed memory is used again and points to somewhere within the new allocation. As 

the data is changed, it corrupts the validly of the used memory; this induces undefined behavior in the 

process. 

A relevant concern is NULL Pointer Dereference, which occurs when the application dereferences a pointer 

that it expects to be valid but is actually NULL. This typically causes a crash, exit and even Denial of Service. 

Confidentiality, integrity and availability can all be impacted in either case.  

Cross Site Scripting & Cross Site Request Forgery 

Usually referenced as XSS & CSRF attack vectors, impacting mostly web applications. During an XSS attack 

vector, software does not neutralize or incorrectly neutralizes user-controllable input before it is placed in 

output that is used as a web page that is served to other users.  

There are three main kinds of XSS:  

 Type Reflected XSS (or Non-Persistent),  

 Stored XSS (or Persistent) and  
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 DOM-Based XSS.  

CSRF attack vector, allows attackers to execute scripts in the victim’s browser which can hijack user 

sessions, deface web sites, or redirect the user to malicious sites. A web application does not or can’t 

sufficiently verify whether a well-formed – valid – consistent request was intentionally provided by the 

user who submitted it. This can be done via a URL, image load, XML Http Request, etc. and can result in 

exposure of data or unintended code execution. With a little help of social engineering (such as sending a 

link via email or chat), an attacker may trick the users of a web application into executing actions of the 

attacker’s choosing. If the victim is an administrative account, CSRF can compromise the entire system. 

Impact occurs to confidentiality, integrity, availability as well as authenticity (non-repudiation). 

Memory buffer bounds 

A memory buffer bound threat concern, arises from the improper restriction of operations within the 

bounds of a memory buffer. Application performs operations on a memory buffer, but it can read from or 

write to a memory location that is outside of the intended boundary of the buffer. The threat applies 

particularly to certain programming languages that allow direct addressing of memory locations and do 

not automatically ensure that these locations are valid for the memory buffer that is being referenced. 

This can cause read or write operations to be performed on memory locations that may be associated with 

other variables, data structures, or internal program data. If the memory accessible by the attacker can be 

effectively controlled, it may be possible to execute arbitrary code, as with a standard buffer overflow. 

Has impact on all three confidentiality, integrity and availability.  

Exposure of Sensitive Information 

Exposure of sensitive information on a VNF code happens when the system exposes sensitive information 

to an actor that is not explicitly authorized to have access to that information. Information exposures can 

occur in the following ways: 

 Code explicitly inserts sensitive information into resources or messages that are intentionally 

made accessible to unauthorized actors, but should not contain the information - i.e., the 

information should have been "scrubbed" or "sanitized".  

 Code indirectly inserts the sensitive information into resources. 

 Code manages resources that intentionally contain sensitive information, but the resources are 

unintentionally made accessible to unauthorized actors.  

As expected, confidentiality is compromised in such events. 

Authentication & Authorization broken access 

Authentication and broken access authorization happen when the software application does not perform 

an authorization control check every time an actor attempts to access a resource or perform an action. 

Application functions related to authentication and session management could be implemented 

incorrectly, allowing attackers to compromise passwords, keys, or session tokens, or to exploit other 

implementation flaws to assume other users’ identities temporarily or permanently. It can also be that 

application does not make any authentication (or does improper ones – with malicious actors claiming a 

given identity) for functionality that requires a provable user identity and authorization. When access 

control checks are not applied, users are able to access data or perform actions that they should not be 
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allowed to perform. This can lead to a wide range of issues, including information exposures, Denial of 

Service and arbitrary code execution. All CIA security triad is impacted.  

Integer wrapping 

Integer wrapping is performed during arithmetic operations. An integer overflow or wraparound occurs 

when an integer value is incremented to a value that is too large be stored in the associated 

representation. In this case, the value may wrap to become a very small or negative number. While this 

may be intended behavior in circumstances that rely on wrapping, it can have security consequences if the 

wrap is unexpected. This is especially the case when the integer overflow is be triggered using user-

supplied inputs. When the result is used to  

 control looping,  

 make a security decision, 

 or determine the offset or size in behaviours such as memory allocation, copying, concatenation, 

etc.  

The security impact is critical, as all CIA security triad is impacted, especially availability. 

Insufficiently Protected Credentials 

When an application transmits or stores authentication credentials using an insecure method, 

unauthorized interception, retrieval and Man-in-the-Middle (MiTM) attacks may occurs. Such events 

compromise confidentiality. Additionally, code can have hard coded credentials (usernames, passwords, 

cryptographic keys) that can very well be unprotected or can be used for authentication bypass by a 

malicious actor. 

Path traversal 

A path traversal threat occurs, when an application uses external input to construct a pathname that is 

intended to identify a file, directory or resource that is located underneath a restricted parent, but the 

software does not properly neutralize special elements within the pathname that can cause the pathname 

to resolve to a location that is outside of the restricted directory. This impacts modern XML and XPATH 

directories, as well as traditional web applications – especially when used for OAM operations. 

Confidentiality, integrity and availability are at risk. 

Insecure deserialization of untrusted data 

A remote code execution threat can occur when the application deserialises untrusted data objects for 

communication without sufficiently verifying that the resulting data will be valid. Even if deserialization 

flaws do not result in remote code execution, they can be used to perform attacks, including replay attacks, 

injection attacks, and privilege escalation attacks. The data Integrity and service availability is impacted by 

this threat. 

Security misconfiguration 

A security misconfiguration threat is usually a result of  

 insecure default configurations,  

 incomplete or ad hoc configurations,  

 open cloud storage,  

 misconfigured HTTP headers, and  
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 verbose error messages containing sensitive information.  

When a resource is given a permissions setting that provides access to a wider range of actors than 

required, it could lead to the exposure of sensitive information or the modification of that resource by 

unintended parties. This is especially dangerous when the resource is related to program configuration, 

execution or sensitive user data. 

Insufficient logging & state monitoring - control 

Insufficient logging of software execution stages – events (e.g. modification, tracking, or checking 

privileges for an actor) and monitoring its state (e.g. allocation and control of a limited resource), coupled 

with missing or ineffective integration with incident response, allows attackers to further attack systems. 

In addition, an attacker can maintain persistence, pivot to more systems, and tamper, extract, or destroy 

data. Most breach studies show time to detect a breach is over 200 days, typically detected by external 

parties rather than internal processes or monitoring. 

Vulnerable software components 

Components, such as libraries, frameworks, and other software modules especially FOSS, could eventually 

be executed with the same privileges as the application. If a vulnerable component is exploited, such an 

attack can facilitate serious data loss or system takeover. 

 

2.3.3 Virtualization platform 
Virtualization platforms face different threats based on the different virtualization approach that is 

followed in the network. In this section the approaches are split between Server virtualization Software 

security threats and Container based threats. 

Server virtualization Software security threats 

The classification used in this section is extracted from [18] and is divided into 3 main categories:  

 Hypervisor-based attacks 

 VM-based attack 

 VM image attacks 

In a virtualized environment, each of the VMs is detached from the rest of the system by the hypervisor 

or Virtual Machine Monitor (VMM). The VMM is a key issue in virtualization security. The VMM is a 

software module that controls all the virtual machines and their connection with the hardware.  The main 

duty of the VMM is the management and isolation of each running VM and is also responsible for the 

creation and management of each virtual resource. The interconnection complexities and more entry 

points in the VMM can encourage a large number of attack vectors.  

While there are many threats over the virtualized system, we have categorized threats into Hypervisor-

based attacks, VM-based attack, and VM image attacks.  

We highlight the following attacks in virtualized environments: 

 Hypervisor-based attack - A hypervisor-based attack is an exploit in which an intruder takes 
advantage of vulnerabilities in the program used to allow multiple operating systems to share a 

single hardware processor. A compromised hypervisor can allow the hacker to attack each virtual 
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machine on a virtual host. Larger software stacks and greater numbers of APIs, along with a lower 

degree of security assurance in the code, increase the risk.  

 VM escape - Virtual machines are designed to support strong isolation between the host and the 

VMs. But the vulnerabilities in the operating system running inside the VM can aid attackers to 

insert a malicious program into it. When that program is run, VM breaks the isolated boundaries 

and starts communicating with the operating system directly by passing the VMM layer. Such an 

exploit opens the door to attackers to gain access to the host machine and launch further attacks. 

 Hyperjacking - Hyperjacking is an attack in which a hacker takes malicious control over the 

hypervisor that creates the virtual environment within a virtual machine (VM) host. The point of 

the attack is to target the operating system that is below that of the virtual machines so that the 

attacker’s program can run and the applications on the VMs above it will be completely oblivious  

to its presence. 

 VM sprawl - VM sprawling occurs when a large number of virtual machines exist in the 

environment without proper management or control. Since they retain the system resources (i.e., 

memory, disks, network channels etc.) during this period, these resources cannot be assigned to 

other VMs, and they are effectively lost. 

 Hypervisor vulnerabilities - A hypervisor or VMM is formed to run numerous guest VMs and 

applications simultaneously on a single host machine and to provide separation among the guest 

VMs. Despite the fact that hypervisors are anticipated to be vigorous and secure, they are 

accessible to attacks. If attackers gain command of the hypervisor, all the VMs and the data 

accessed by them will be under their full control to utilize. One more reason hackers contemplated 

the VMM a possible target, is the greater control provided by the bottom layers in the virtualized 

system. Compromising a VMM also helps to gain control of the underlying physical system and the 

hosted applications. Some of the well-known attacks (e.g., Bluepill, Hyperjacking, etc.) insert VM-

based rootkits that can install rogue hypervisor or modify the existing one to take complete control 

of the environment. Since hypervisor runs underneath the host OS, it is difficult to detect these  

sorts of attack using regular security measures. 

 Single point of failure - Existing virtualized environments are based on the hypervisor technology 

that controls the access of the VMs to physical resources and is important for the overall 

functioning of the system. Therefore, failure of the hypervisor due to overused infrastructure or 

software faults leads to the collapse of the overall system. 

 Inside-VM attack - VM can get infected with malware or OS rootkits at run-time. Such attack can  
take complete control of the VM and significantly compromise its security state.  

 Outside-VM attack - Attacks from the host OS and co-located VMs are known as outside-VM 
attacks. Outside-VM attacks are hard for customers to defeat. A malicious VM can potentially 

access other VMs through shared memory, network connections, and other shared resources. For 

example, if a malicious VM determines where another VM’s allocated memory lies, then it could 

read or write to that location and interfere with the other’s operation.  

 Cross VM side channel attack -  To maximize resource utilization, multiple VMs are usually placed 

on the same physical server in the Cloud environment and this co-resident placement is a potential 

threat to cross VM side channel attack. The basic idea is: a malicious VM penetrates the isolation 

between VMs, and then access the shared hardware and cache locations to extract confidential 

information from the target VM. 
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 Outdated SW packages in VMs - Outdated software packages in virtual machines can pose serious 

security threats in the virtualized environment. Because of the low cost and the ease of creation, 

users tend to create new virtual machines for different tasks, branch new virtual machines based 

on the old ones, snapshot machines or even rollback machines to an earlier state [38].These 

operations may have serious security implications, for example, a machine rollback operation may 

expose a software bug that has already been fixed.  

 VM footprint - VM footprinting is the technique used for gathering information about target VM 

like OS installed, packages installed and services running etc. It refers to one of the pre-attack 

phases; tasks performed prior to doing the actual attack.  

 VM image sprawl - Live virtual machine images can be simply duplicated to form new virtual 

machine image files, which after-effects in VM image sprawl issue, in which a massive number of 

virtual machines formed by cloud customers may be left unseen. VM image sprawl consequences  

in enormous administration issues of VMs comprising the security patches.  

 VM checkpoint attacks - VM images are primarily online, and to patch these images, they will have 

to be started. This will add to the computation cost of cloud service provider. An attacker can 

approach VM checkpoint available in the disk that carries VM physical memory contents and can 

reveal delicate data of VM state.   

Further material for study and analysis can be found in [19].  

Container Management Software security threats 

Container management is the process of managing the creation, deployment, scaling, availability, and 

destruction of software containers. A container is a standard way to package your application's code and 

associated dependencies and configurations into a virtual container.  

The container model eliminates hypervisors entirely. Containers contain not just the application, but 

everything that it needs to run including runtime, system libraries, etc. All the containers share the 

resources of a single operating system and there is no virtualized hardware. Since the host operating 

system (or kernel) is shared by all containers, they are more efficient than VMs. It’s possible to host far 

more containers on a single host than VMs. 

The two major types of risks that are examined involve the compromise of an image or container and the 

misuse of a container to attack other containers, the host OS and other hosts. 

This section outlines the major risks for each core components of a container (images, registries, 

orchestrators, containers) as examined in [20]. 

a) Image Risks 

o Image vulnerabilities – An image may be missing critical security updates because of 

outdated software. 

o Image configuration defects – An image may be configured to run with greater privileges 

than needed. 

o Embedded malware – malicious code may be inserted in the image intentionally 

o Embedded clear text secrets – An image may include directly embedded connection 

strings, SSH private keys, and X.509 private keys to secure communication between 
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components. This practice creates a security risk because anyone with access to the image 

can easily parse it to learn these secrets. 

o Use of untrusted images – use of images from external sources that may not be well 

validated or trustworthy. 

b) Registry Risks 

o Insecure connections to registries - Images often contain sensitive components like an 

organization’s proprietary software and embedded secrets. If connections to registries are 

performed over insecure channels, the contents of images are subject to the same 

confidentiality risks as any other data transmitted in the clear. There is also an increased 

risk of man-in-the-middle attacks that could intercept network traffic intended for 

registries and steal developer or administrator credentials within that traffic, provide 

fraudulent or outdated images to orchestrators, etc. 

o Stale images in registries – accidental deployment of out-of-date images that are stored 

in the registry. 

o Insufficient authentication and authorization restrictions.  

c) Orchestrator Risks 

o Unbounded administrative access. 

o Unauthorized access 

o Poorly separated inter-container network traffic 

o Mixing of workload sensitivity levels - Orchestrators are typically focused primarily on 

driving the scale and density of workloads. This means that, by default, they can place 

workloads of differing sensitivity levels on the same host. 

o Orchestrator node trust - Possible consequences of this are: 

o Unauthorized hosts joining the cluster and running containers.  

o The compromise of a single cluster host implying compromise of the entire cluster—for 

example, if the same key pairs used for authentication are shared across all nodes. 

o Communications between the orchestrator and DevOps personnel, administrators, and 

hosts being unencrypted and unauthenticated 

d) Container Risks 

o Vulnerabilities within the runtime software - software that allows ‘container escape’ 

scenarios in which malicious software can attack resources in other containers and the 

host OS itself. 

o Unbounded network access from containers - By default in most container runtimes, 

individual containers are able to access each other and the host OS over the network. If a 

container is compromised and acting maliciously, allowing this network traffic may expose 

other resources in the environment to risk. 

o Insecure container runtime configurations – A container running in privileged mode has 

access to all the devices on the host, thus allowing it to essentially act as part of the host  

OS and impact all other containers running on it. 

Data Centres Interconnect (DCI) protocol threats 

Data Centre Interconnect (DCI) technology connects two or more data centres together over short, 

medium or long distances using high-speed packet-optical connectivity. 
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The enterprise data centre interconnect (DCI) market has traditionally focused on near real-time business 

continuity and disaster recovery (BCDR) between sites and has typically been driven by two concerns – 

bandwidth and latency. 

However, enterprise DCI requirements are currently being completely redefined. This comes as a result of 

rapid gains in data centre efficiency, the emergence of mega data centres and the move to cloud 

computing, software defined networking (SDN), and virtualization of data centre architecture. 

Consequently, large enterprises need to consider new approaches to DCI that encompass virtualization, 

SDN, and the cloud. 

 A malicious actor could create spoofed traffic that traverses DCI links or create a DoS attack based on DCI 

connections.  

DCI protocol threats in the 5G network even though they exist, are considered as low threat in the context 

of SANCUS project and will not be examined thoroughly. 

2.3.4 Firmware 
Firmware attacks on the core network can be considered Lower-Level threat Attacks. They require physical 

access to the machine and adequate administrator privileges in order to bypass the existing installed driver 

firmware of the bare metal machine. If we consider that physical access is not controlled and administrator 

rights have been compromised, then high-impact attacks on the host may become possible and make it 

easier for an attacker to subvert the security of the system. The most important attacks in this case are 

the following: 

a) Soft BIOS access controls on host machine  

Accessing the BIOS settings of the host machine can be done either remotely or physically. If BIOS access 

is compromised, then the attacker can perform any of the following 

o Set a password to the BIOS device settings and prevent everyone else from accessing it  

o Change the boot device options  

o By default, BIOS cycles through several boot options before going to the operating system 

on the hard drive. In this default mode, anyone can boot the device using an unauthorized 

disk or flash drive option. 

o Auto power on/off the machine 

o The BIOS setting of the device include the system clock. It is possible to have all the 

machines automatically turned on/off at an appointed time. 

o Wake on LAN setting - Turning on this setting allows a user to power up the computer 

remotely. The attacker can start a remote session even after the computer has shut down 

and gain access to the system. 

b) Trusted Platform Module attacks  

The Trusted Platform Module (TPM) is a specialized chip (microcontroller) on an endpoint device that 

stores RSA encryption keys specific to the host system for hardware authentication. A Trusted Platform 

Module can also be used to store platform measurements that help ensure that the platform remains 

trustworthy. Authentication in the TPM ensures that the platform can prove that it is what it claims to be 
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and attestation of process that helps to prove that a platform is trustworthy and has not been breached. 

These are necessary steps to ensure safer computing in any environment. 

When attacking the TPM module a hacker can use the vulnerabilities or the TPM to forge digital signatures. 

If the operating system or any of the applications use the TPM to issue digital signatures, the private signing 

key used for signature generation can be compromised. Compromised signing keys can be used to forge 

signatures for bypassing Authentication, tampering the OS, and other malicious activities depending on 

what the digital signatures are used for.  

Another way to attack the TPM is by implementing a cloaked malware, whose memory state cannot be 

observed by any other software [21], including the operating system and hypervisor. In this way the 

attacker can hijack and manipulate the platform reporting measurement data from a malware analyst.  

 

2.4 Edge Nodes Level 
Among the main technological levels, the vital Edge Nodes will be investigated and discussed thoroughly 

in this section. By bringing to our memory traditional computational systems, we can recall that the 

majority of the processes were executed in a centralized manner. In the modern era, this is not the case 

anymore as we operate IoT devices that are capable of performing heavy computational tasks (e.g. 

Artificial Intelligence algorithms) while being placed closer to the location where they are needed, to 

improve response times and save bandwidth.  

Those devices with their integrated sensors can provide a wide array of information used to make key 

decisions. Additionally, they support a set of intelligent applications, ranging from computer vision, speech 

recognition, and natural language processing to robotics. Their diverse usability along with their 

computational capabilities pushed them to quickly ascend to the spotlight and have gained people’s trust, 

gaining enormous popularity. However, increasing popularity also brought increased attention from the 

malicious parties that identified numerous new attack vectors and vulnerabilities [22]. As the edge nodes 

devices are constantly being developed and implemented with main attention to performance and low 

energy consumption, cyber security was ranked second, thus creating security concerns. The purpose of 

this section is to identify those concerns and communicate the security landscape of The Edge Node Level.  

 

2.4.1 Service apps 

General MEC apps vulnerabilities 

The development of Multi-access Edge Computing enables the edge computing at the access network (for 
instance, mobile). This refers to several use cases and applications, the most indicative of which are: 

 Video content delivery optimization, 
 Video stream analytics, 
 Video surveillance, 
 Augmented Reality and Virtual Reality (AR/VR), 
 Enterprise applications enablement,  
 Applications with critical communication needs,  
 Industrial IOT, 
 Connected Cars and smart city apps, 
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 IoT applications and Gateway, 
 Location and Context aware Services. 

However, this development entails new cyberthreats [23] for the above categories of applications. Some 
key security vulnerabilities that span all MEC use cases and apps. These are the following:  

 Limited compute capacities which render them more susceptible to DoS (Denial of Service) 
Attacks, 

 Exposure to physical threats when located in less secure environments, 
 Multiple entry points of applications, which expands the overall attack surface.  

AR/VR vulnerabilities 

By 2021, the AR/VR market will have reached $108 bn. As AR/VR technology is penetrating not only leisure 
and entertainment activities but also other critical fields, such as education, healthcare and professional 
jobs, the associated cyberthreats are expected to proliferate [24].  

a) Augmented Reality threats [25]: The majority of AR devices lack the capacity to provide 

asymmetric encryption. In addition, most AR devices cannot offer proper access control, and the 

solutions that are developed by AR researchers cannot overcome vulnerabilities in smaller AR 

devices. Indicative threats related to AR systems are: 

o Password management 

o User authentication 

o Misconfiguration on the use of clear text/Base64 encode 

o Privacy/security threats: exposure of sensitive information 

o Physical threats: real time response failure/ problems with accuracy 

o Risks from development stage: information leakage/ Design flaws  

With regard to privacy/security threats, it must be stressed that companies that deploy AR 
technologies can collect very sensitive information from the user, such as: 

o Physical behaviour 

o Voice sample 

o Location and movements 

Storing and sharing these sensitive data with other parties is a matter of privacy, as this info can 
be exposed to cyber-attacks, thus raising grace privacy concerns. Moreover, manipulation of users 
by external actors through AR technology, such as for instance exposure to political or commercial 
advertisements, can create serious threats. Furthermore, a hacker can potentially compromise an 
AR application, mislead the victim by displaying fake information on AR glasses, and thus cause 
fatal harm. Even more serious examples are instances where workers rely on AR services which 
are compromised, such as a surgeon loses access to vital real-time information on their AR glasses, 
making lethal mistakes [24].  

AR wearable and tablet-based technology is also exposed to threats [26] such as: 

o Wi-Fi vulnerabilities: Given that AR technology usually requires Wi-Fi. This in turn entails 

threats related to problematic encryption (which can be detected even in the latest WPA3 

encryption standard). 

o Cloud vulnerabilities: Since most AR wearable devices require cloud connectivity, 

associated threats arise. The most prominent ones are 
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 Interception of cloud data 

 Interruption of internet connection 

 Breaching of cloud server 

o Physical compromises: AR table and wearable devices have general threat vectors. The 

most serious threats are 

 Hosting malware 

 Stealing network credentials through Android 

b) Virtual Reality threats: Even though VR threats in principle are considered somewhat less serious 

than AR, because they do not entail interaction with the real world, they must not be 

underestimated. A third party may compromise a VR app, causing dizziness or nausea to the victim 

through content manipulation [24].  

Mobile service apps threats 

Particular vulnerable to external threats [27] seem to be mobile money service apps. For instance, a survey 
conducted by Castle et al. in 2016 in a sample of 197 Android apps and 71 products exposed a series of 
vulnerabilities: 

o SMS (Short Message Service) spoofing 

o SMS interceptions on the network  

o Man-In-The-Middle attacks and external libraries 

Moreover, additional cyber security problems of mobile service apps are: 

o Eavesdropping 

o Weak cryptography 

o Failure of confidentiality and integrity 

Open ports vulnerabilities 

According to [28], five major vulnerability patterns have been identified in open port apps. These can be 
summarised as follows: 

a) Insufficient/no control for information transmission : TCP open ports are usually deployed to 

transmit data to other connecting parties. However, when weak or not authentication is employed 

by those apps, it may lead to unauthorized access to sensitive data 

b) Insufficient/no control for command execution: This refers to command interfaces which are not 

sufficiently protected (open ports are widely used for execution of commands sent by authorized 

clients). 

c) Crash-of-service: CoS refers to situations where a service app crashes due to malformed input that 

was sent through its open ports. This was the case of Android apps because of inter-component 

communications, but the advent of new open ports have created new channels that enable CoS 

attacks.  

d) Stealthy data inflation: This type of attack is applicable to open ports with the caching or proxy 

functionality. It works as follows: an adversary sends malicious URLs - open port apps usually 

support opening arbitrary URLs - that can inflate the apps’ data of the user.  

e) Insecure analytics interface: This is a particular type of vulnerability that is most common among 

ports that are used as an analytics interface. Nevertheless, in this case, a remote adversary or any 
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local app, can set an arbitrary referrer in their HTTP request, thus executing privileged commands. 

An example of privileged command is retrieving IMEI and list of installed apps.  

 

2.4.2 RAN Control 
5G core network security issues and attacks as they relate to RAN control can be classified according to 

ENISA Threat Landscape [1] as follows: 

a) Abuse of spectrum resources: the illegal use of the spectrum resources can allow an attacker to 

take a specific spectrum band by imitating a legitimately licensed unit. This may induce a network 

node to reject spectrum resources requested by unlicensed units - due to the apparent lack of idle 

resources – thus preventing some of them to access the core network. 

b) Fake access network node: This threat considers the compromise of a base station by 

masquerading as legitimate, facilitating different types of attacks such as man-in-the-middle or 

network traffic manipulation.  

c) Flooding attack: Flooding radio interfaces with requests can consume component resources, and 

consequently reduce the quality or provoke the complete shutdown of the radio frequency 

provided by the component. 

d) Jamming the radio frequency:  This threat refers to a deliberate disruption/interference of the 

network radio frequency (NRF) causing the core network (and related services) to become 

inaccessible for affected users.  The threat also refers to the unavailability of the transport layer 

when using radio-based networks or the geo-positioning system (GPS). 

e) Manipulation of access network configuration data: An access network element (e.g. base 

stations) can be compromised and used to forge configuration data and launch other attacks (e.g. 

DoS). 

f) Radio interference: An attacker can seek to make a network resource unavailable to its intended 

users by interfering with or disrupting the Radio Access Network service.  

g) Radio traffic manipulation: This threat considers the manipulation of network traffic at the base 

station level. For example, a man-in-the-middle attack can be launched based on a rogue base 

station when a malicious actor masquerades its Base Transceiver Station (BTS) as a real network’s 

BTS. 

h) Session hijacking: The theft of legitimate authenticated conversation session ID, can give a 

malicious actor the control of a complete session of specific traffic to conduct other types of 

attacks. 

i) Signaling fraud: The international signalling interconnection between networks may be misused 

for fraud. For example, to perform false charging. 

j) Signaling storms: ‘Signalling storms launched by malware or apps could overload the bandwidth 

at the cell, the backbone signalling servers, Cloud servers, and may also deplete the battery power 

of mobile devices.  

While a Survey on Security and Privacy of 5G Technologies [29] adds: 

k) Attacks based on false buffer status reports:  An attacker can exploit the buffer status reports of 

access network components such as BSs to obtain information (e.g.  packet scheduling, load 
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balancing, and admission control algorithms). Also, an attacker can send false buffer status reports 

by pretending to be a legitimate UE and disrupting the operations.  

l) Message Insertion Attack: These types of attacks are possible in 5G networks to initiate DoS 

attacks. For instance, false flow table updates can be used to overload SDN devices.  

m) Micro cell Attacks: The physical size of BSs is drastically reducing and can be placed in indoor 

locations such as malls, public places, stadiums and hospitals.  These micro base stations are not 

as physically secure as macro BSs used in pre-5G networks. Also, increment of the number of BS 

will increase the potential vulnerability points in 5G Networks.  

Finally, [30] adds RRC protocol-based attack (Control Plane):  The RRC protocol is a control protocol that 

manages a radio bearer of the L3 layer, related to radio resource establishment, reconfiguration, and 

announcement between the UE and radio access network. Through the RRC protocol attack, attackers are 

able to launch various attacks, such as subscriber ID tampering, DoS attacks against base stations, and 

authentication bypass. 

 

2.4.3 Edge VNFs code 
According to [1], the most important factor that permits the existence of vulnerabilities of the VNF edge 

devices is the open application programming interfaces (APIs). In specific, their abuse is feasible done 

through the exploitation of vulnerabilities in MEC applications. The need for open APIs in MEC comes from 

the need for federated services and interactions with different providers and content creators that are 

supported through them. The same kind of threat can easily be observed with a variety of different threats 

such as DoS, man-in-the-middle, malicious mode problems, privacy leakages, and VM manipulation. 

Following the same mentality, due to the similarly open nature of edge gateways, when end users use 

devices that have the potential of a full-fledged participant (e.g. personal cloudlets, TV smart-box, etc.), 

there is a high possibility for malicious parties to insert their own gateway in between, acting as the Man-

in-the-Middle. 

Another type of attack threatening the vicinity of the affected networks, at a local or service-specific level, 

is the edge node overload. It can flood the edge node by sending large volumes of requests or directing 

the traffic to a specific component.  

All the edge nodes are susceptible to attackers who are willing to observe the network state along with its 

traffic pattern, thus managing to compromise edge VNF nodes with insufficient security measures. This 

way the attackers create rogue nodes and wiretap the public control channels of the edge network. These 

attacks are called smart attacks [31] and are launched by the attackers utilizing machine learning 

techniques to discover the network patterns that can be potentially retrieved from the MEC systems.  

 

2.4.4 VNF creation interfacing 
SDN controllers maintain interfaces with a variety of network components, using network functions such 

as the VNFs. The latter exposure makes the susceptible to amplification and flooding attacks , which 

through a small stream of requests from masqueraded malicious parties, can create a flood of responses.  

Flooding attacks are capable to affect a range of different external interfaces that the network provides,  
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such as the radio interface, interfaces to external networks like the world wide web or other mobile 

networks. 

Whatever system relies on virtualisation is usually deployed within data centres, thus inheriting their 

threats and vulnerabilities. One of the most important vulnerabilities is the abuse on data Centres 

Interconnect (DCI) protocol, which in the real world usually is the lack of authentication and encryption. 

Under those circumstances, potential attackers can create spoofed traffic in a way that it makes feasible 

traversing DCI links or creating a DoS attack of DCI connections 

The fundamental issue of cloud computing infrastructures is the lack of physical isolation. Consequently,  

other methodologies are enforced to create isolation layers. Their improper configuration along with bad 

network slicing implementation can result in loss of data which can harm both their confidentiality and 

privacy. As the networks are shared between different users, it should be assured that only legitimate 

traffic enters or leaves a network slice. Additionally, there should be checks and the traffic should be 

isolated, because in any other case slice trespassing will happen, an attack is known as network 

virtualisation bypassing.  

In a virtualised environment, physical resources are shared between the different applications and their 

users running on virtualised host. Consequently, there is a possibility that some of those users want to 

overcome the boundaries and the limitations of their virtualised space, invading the neighbouring spaces, 

scavenging information. The threat namely virtualised host abuse, has been transferred from physical 

systems but is more important in virtualised environments as it permits cross-inspection of various 

tenant’s data flow, neighbouring attacks which permit the topology mapping, thus serving as the initial 

step for DoS attack.  

The academic literature [32], [33] suggests that VNFs lack management authentication and that is should 

be supported. ETSI’s GS [34] includes the specifications and the requirements for the aforementioned 

problem. Management authentication is essential for any real-world deployment and affects every phase 

of the VNF life cycle. Literature suggests the existence of an authentication API that can allow only 

authorised users to get access and manage to operate the VNFs. 

 

2.5 End Users Level 
In the tech industry, the term “end-user”, or simply “user”, refers to the final recipient of a product or 

service. As opposed to the previous stages of the design, development, marketing and instalment, the end-

user is in simple terms the person for whom the service or product (e.g. a software programme) has been 

created in first place. Thus, in our current context the end user is essentially the client of the network 

services, and as such, utilizes the various services offered by the network through a variety of user 

equipment (UE), including mobile phones, laptops, internet router, wearable, IoT devices, among many 

others. 

 In recent years, cyber-risks at end-user level have increased worryingly. A comprehensive survey [35] 

launched during the middle of the previous decade which involved 20.000 participants from 24 countries 

showed that 69% or people have experienced a cyber-attack at least once in their life-time. In the face of 

these trends, the CEO of Proofpoint has stated: “as cybercriminals continue to look for new ways to exploit 

employees, companies need to be vigilant about changing end-user behaviour and reducing risk with 
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cybersecurity education solutions” [36]. Within the remainder of the section, the main cyber threats at 

end-user level are defined and explained, as broken down by IoT and Application sub-levels. 

2.5.1 IoT Devices 
     As the IoT ramps up, so does the need to secure and manage the endpoints. Experts forecast that 

connected ‘Things’ in use will be more than 75 billion by 2025. That’s 75 billion endpoints delivering 

essential functionality at the edge of your network – sensors, actuators, printers, scanners, wearables and 

robots, as well as a many more ‘things’ that we don’t even know about yet. In late 2016, hackers 

compromised thousands of poorly secured IoT endpoints to create a botnet that executed a massive DDoS 

attack on a key part of the internet infrastructure [37].  

The advent of 5G network despite its unquestionable benefits to the user, raises inescapable security 

concerns, where the risks and threats are yet to be fully understood. The increased volume of connected 

devices of questionable quality and security are likely to contribute to an increase of large-scale distributed 

denial-of-service (DDoS) attacks among others. In this new landscape, IoT devices are expected to occupy 

a greater portion of the network capacity [38]. Even if IoT devices are not used at their full extent, the 

number of cyberattacks on IoT devices tripled within the first half of 2019 [39]. In addition, according to 

the Symantec 2019 Internet Security Threat Report, cyberattacks on IoT environments are evolving in 

sophistication at a very high pace [40]. As a result, IoT users lose confidence on the security provided as 

illustrated through study undertaken by KPMG [41]. Another recent survey, has also revealed that 65% of 

companies believe that cybersecurity risks are more likely to occur with IoT technologies [42]. 

Vulnerabilities and security challenges in IoT devices 

Cybercriminals are constantly searching for vulnerabilities in IoT devices for opportunities to steal 

information, extort businesses, and take control of computer systems remotely due to the vast diffusion 

of IoT. Subsequently this has created a demand for robust security [43]. IoT devices are of grave 

importance to cyber-attackers mostly for the reasons below [44]. 

1. Most IoT devices operate unattended by humans, thus an attacker can easily gain access to them. 

2. Most IoT components communicate over wireless networks where an attacker could obtain 

confidential information by eavesdropping. 

3. Most IoT components cannot support complex security schemes due to low power and computing 

resource capabilities. 

Even though several security mechanisms were developed to protect IoT devices from cyber-attacks, 

security guidelines are not appropriately documented [45]. Therefore, to ensure security it is imperative 

to protect both IoT devices and services from unauthorised access from within the devices and externally. 

An optimal security approach should protect the services, hardware resources, information and data, both 

in transition and storage. However, this is very challenging since IoT devices are diverse compared to 

traditional computers and computing devices, making them more vulnerable to security challenges in 

different ways [46]. For example, most IoT devices are designed to be deployed at a massive scale, creating 

a network of alike or nearly identical appliances with similar characteristics. Thus, this similarity amplifies 

the magnitude of any vulnerability in the security that may significantly affect many of them. Similarly, the 

probable number of links interconnected between the IoT devices is unprecedented, and many of these 

devices can establish connections and communicate with other devices automatically. This nature of 
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interconnection on IoT devices implies that if a device is poorly secured and connected, it can affect the 

security and the resilience of the whole network.  Another important IoT-specific security challenge to be 

overcome is the merging of cloud computing and IoT, which exposes IoT platforms to cloud-induced 

vulnerabilities such as those contained in OWASP top 10 [47]. Such vulnerabilities that are inherent in 

cloud applications are very likely to impact on IoT solutions and services as the two merge. Added to these, 

most IoT user interactive applications are web and/or mobile based, designed mostly with application 

programming interface (API) as the interface code architecture using PHP, Java, XML, and HTML. An 

unpatched API may be susceptible to various attacks exposing the entire system to malicious attacks [48].  

All these have to be considered for assessing the security of these systems.  

In IoT systems, vulnerabilities can be found in various areas, including both hardware and software 

aspects. Hardware vulnerabilities are difficult to be identified as well as difficult to fix, even in case that 

the vulnerability has been identified. This is mainly due to hardware compatibility and interoperability with 

other parts of the system but also considering the amount of required effort for fixing it. Software 

vulnerabilities usually are found in operating systems, application software, and control software like 

communication protocols and devices drives and they usually occur due to human factors and/or software 

complexity. One of the most significant vulnerabilities of IoT concern authentication, since its usage is 

usually limited in protecting only one type of threat (such as Denial of Service).  

In vulnerable systems, the risk of threats is increased as the attacker can take advantage over the observed 

security weaknesses, and launch an attack. The measurement of the effort to be expended by an attacker, 

expressed in terms of their expertise, resources and motivation is called attack cost [49]. 

Inherent vulnerabilities in IoT devices 

In order to shed a light on specific challenges that deal with Smart Manufacturing of IoT devices and affect 

their cybersecurity, a set of vulnerability challenges is detailed below [50]: 

a) Vulnerable components: IoT has emerged with millions of connected devices globally, which 

justifies the need for protecting an enormous number of connected assets. As a result of this, 

Smart Manufacturing companies need to handle all the typical vulnerabilities observed in those 

systems. In industrial environments this may pose a considerable challenge since most systems of 

this type were not designed with cybersecurity in mind, and as such vulnerabilities are becoming 

more and more common [51]. 

b) Management of processes: Adding to the large available attack surface of the connected devices, 

a multitude of complex processes involved in Smart Manufacturing should also be considered. 

Management of processes with cybersecurity in mind poses a challenge for Industry 4.0 

companies, especially since functionality and production efficiency are usually seen as having a 

higher priority than cybersecurity. 

c) Increased connectivity: Manufacturing processes need to interact with objects and environments 

on a global scale, and systems used in Smart Manufacturing need to enable collaboration across 

multiple organisations. One of the biggest challenges for higher connectivity is that security can 

exert a direct impact on safety. 

d) IT/OT convergence: Industrial control systems ceased to be isolated once IT components were 

incorporated in the ICS broadly. Converging with IT network-enabled organisations, simplified the 
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management of complex environments while also introducing new security risks. The most 

important of them include: insecure network connections (internal and external), utilisation of 

technologies with known vulnerabilities that introduce previously unknown risks into the OT 

environment, and insufficient understanding of requirements for ICS environments. Holistic 

security must cover digital twin and physical implementation. 

e) Supply chain complexity: Developing technologically sophisticated products, such as IoT devices 

results in an extremely complex supply chain, which can be highly demanding in terms of 

management. The inability to track every component to its source, equals to an inability to ensure 

product security, which is actually as secure as its weakest link.  

f) Legacy industrial control systems: Legacy hardware slows significantly the adoption of the 

Industrial IoT. Manufacturers usually build new systems on top of legacy systems, which may result 

in outdated protection measures and contain unknown vulnerabilities that have been inactive for 

years. The addition of new IoT devices to outdated hardware raises concerns since it can allow 

attackers to find new ways to compromise systems. 

g) Insecure protocols: Manufacturing components communicate over private industrial networks 

through specific protocols. In modern network environments, these protocols often fail to ensure 

a proper protection against cyber-threats. According to a recent report, 4 of the 5 least secure 

protocols are ICS-specific [52]. 

h) Human factors threats: Adopting new technologies means that the personnel have to work with 

new types of data, networks and systems in novel ways. It is likely that personnel might not be 

aware of the risks associated with gathering, handling and analysing that data, and thus become 

an easy target for attackers. 

i) Unused functionalities: Industrial machines are designed to offer a large number of functions and 

services, many of which may not be necessary for operation. In industrial environments, machines 

or their selected components often have access to unused functionalities that may considerably 

expand the potential attack area and become gateways for the attackers.  

j) Safety aspects: The presence of actuators that act on the physical world makes safety aspects very 

relevant in IoT and Smart Manufacturing. Security for safety emerges as an objective of paramount 

importance. 

k) Security updates: Applying security updates to IoT is extremely challenging, since the particularity 

of the user interfaces available to users does not allow traditional update mechanisms. Securing 

those mechanisms is in itself a daunting task, especially considering Over-The-Air updates. In OT 

environments in particular, applying updates may be challenging since this operation needs to be 

scheduled and performed during downtime. 

l) Secure product lifecycle: Device security should be a subject of consideration through the 

product’s entire lifecycle, even end-of-life/end-of-support of the machine. 

Types of IoT Attacks 

Attacks may come in various forms, and the most common of them are the following [43]: 

a) Physical attacks: These affect hardware components. Due to the unattended and distributed 

nature of the IoT, most IoT devices typically operate in outdoor environments, making them highly 

susceptible to physical attacks. 
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b) Reconnaissance attacks: They include unauthorised discovery and mapping of systems, services, 

or vulnerabilities, as well as application of different cracking techniques and malware to spy on 

targeted users to access sensitive data or the existing systems. Examples of such attacks can be: 

scanning network ports, packet sniffers, traffic analysis, and sending queries about IP address 

information. 

c) Denial-of-service (DoS): These attacks make a machine or network resource unavailable to its 

intended users. Due to low memory capabilities and limited computation resources, the majority 

of devices in IoT are vulnerable to resource enervation attacks.  

d) Access attacks: These involve unauthorised persons gaining access to networks or devices to 

which they have no access rights and they can be divided into two different types: Physical Access, 

whereby the intruder can gain access to a physical device, and Remote Access, which is performed 

on IP-connected devices. 

e) Attacks on privacy: The harm the user’s privacy and have become increasingly challenging in IoT 

applications, due to the large volumes of information that are easily available through remote 

access mechanisms. The most common attacks on user privacy are: 

o Data mining: enables attackers to discover information that is not anticipated in certain 

databases. 

o Cyber espionage: uses cracking techniques and malicious software to spy or obtain secret 

information of individuals, organisations or the government. 

o Eavesdropping: listening to a conversation between two parties. 

o Tracking: a user’s movements can be tracked by a device’s unique identification number 

(UID). Tracking a user’s location facilitates identifying them in situations in which they wish 

to remain anonymous. 

o Password-based attacks: attempts are made by attackers to duplicate a valid user 

password. This can be performed in two different ways: Dictionary Attack which involves 

trying possible combinations of letters and numbers to guess passwords, and Brute Force 

Attacks that use cracking tools to try all possible combinations of passwords for 

uncovering valid passwords. 

Categories of dangerous IoT attacks 

The majority of IoT attacks are based on the weaponisation of Proof of Concepts (PoC) exploits with 

malicious payloads against known vulnerabilities. Many vulnerabilities are left unpatched due to 

performance, cost-related issues, or because of the fact that the implementation of proper security 

controls on IoT devices is a costly process requiring part of the limited energy resources. The most 

dangerous IoT attacks, focusing on vulnerabilities laying on the paradigm itself, are classified in the 

following categories [53]. 

a) Malware: is malicious software that hijacks the sensors’ functions and spreads in the IoT 

infrastructure in order to gather operational intelligence, which can be leveraged to exploit critical 

components linked to the IoT devices such as smart meters. 
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b) Botnet: is a network of infected devices spread across the world and controlled remotely from a 

master following the client-server architecture. For example, the Mirai 4was a self-replicating and 

self-propagating botnet worm based on telnet scanning, which launches Distributed Denial-of-

Service (DDoS) attacks and targets Linux-based embedded systems such as IP cameras, home 

routers and home automations similar to those, which are met in an industrial environment, 

where the same principles are applied. The Botnets can be utilised by the master not only for 

DDoS, but also to achieve cascading failures in the SG, leading even to physical damages (i.e. 

Stuxnet5). 

c) Ransomware: targets data storage both in the IoT and CC paradigm and blocks access to the 

collected data by encrypting them. A good example of ransomware is CryptoWall6 that generates 

and stores a key on the backend IoT infrastructure and then sends the key to Command-and-

Control (C&C) server which is behind a proxy chain and controlled by the attacker.  

 Categories of IoT attack methods 

Attacks on IoT devices can also be categorised depending on the method (vector) used by the attacker to 

perform the attack. These can be divided to the following [48]: 

a) Device Attack: This type is capable of compromising IoT devices. Its main objective is to 

compromise critical architectural functions of the system (depending on the devices involved). In 

a RFID powered inventory control system, a successful attacker could bring the entire network 

down (especially when the base device (e.g. server is the target). In a neighbourhood area network 

(NAN) of a power grid, a device attack could affect the resistance of the network which in the 

extreme case may lead to distributed denial of service attacks on the entire grid. Device attacks 

may be caused by IP misconfiguration, memory corruption, and wrongly executed code in the 

device operating system at the middleware layer. 

b) Application Service Attack: Attacks of this type, compromise system applications (Web, Mobile, 

System, etc.) which are run on various system components. A typical IoT application runs multiple 

sessions both at the local and the server levels, and such can surely compromise other 

interdependent systems. In most cases, the applications may be owned by application service 

providers (ASPs) or third-party vendors. Common vulnerabilities in this type of attack include SQL 

injection, code execution, and DoS. Most IoT-enabled applications are designed using Raspberry 

Pi which is based on Linux kernel. Vulnerabilities in the kernel expose dependent applications to 

various forms of application attacks. 

c) Network Attack: These attacks aim at compromising intercommunication among devices by either 

delaying message forwarding or message loss, and they may destruct computational processes 

within the IoT configuration systems. In the case of home area networks (HANs), these attacks are 

targeted at malfunctioning the monitoring or interconnected devices. Similarly, in neighbourhood 

area network (NANs), this type of attack aims at isolating or blocking connected devices from 

                                                             

4 https://www.csoonline.com/article/3258748/the-mirai-botnet-explained-how-teen-scammers-and-cctv-cameras-
almost-brought-down-the-internet.html  
5 https://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet  
6 https://www.varonis.com/blog/cryptowall/  

https://www.csoonline.com/article/3258748/the-mirai-botnet-explained-how-teen-scammers-and-cctv-cameras-almost-brought-down-the-internet.html
https://www.csoonline.com/article/3258748/the-mirai-botnet-explained-how-teen-scammers-and-cctv-cameras-almost-brought-down-the-internet.html
https://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
https://www.varonis.com/blog/cryptowall/
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access to vital information from neighbouring devices or addressing messaging requests from 

neighbouring devices. Causes of such attacks include SQL injection, DoS and code execution.  

d) Web Interface Attack: Attacks of this kind present occur as a result of account enumeration, lack 

of account lockout or weak account credentials. Usually, the attacker uses weak authentication 

protocols (either capturing plain-text credentials or enumerating accounts) to access web 

interface. Web interface attacks may be caused by cross-site scripting (XSS), cross-site reference 

forgery (CSRF), IP misconfiguration and SQL injection. Other sources include insecure web 

interface design and weak account credentials. Those attacks compromise device integrity and can 

lead to denial of services. 

e) Data Integrity Attack: On such cases, a threat agent attempts to compromise system data by 

inserting, altering or completely deleting data (either stored or in transmission) in order to deceive 

a smart device to proceed into wrong decisions or compromise its integrity. These attacks may be 

caused by SQL injection and code execution which may be executed by a remote attacker. 

Defence factors for IoT Devices 

The establishment of an effective defence mechanism for IoT systems against these types of attacks is not 

feasible if only one security application is used. Therefore, different layers of security are required in order 

ensure the safety of the system. To this end, the following important factors and concerns related to IoT 

devices and systems have to be taken into account [54]: 

a) Occasional update: usually, IoT manufacturers update security patches quarterly. The OS versions 

and security patches are also upgraded in a similar fashion [55]. Consequently, hackers get 

sufficient time to crack the security protocols and steal sensitive data. 

b) Embedded passwords: IoT devices store embedded passwords, for supporting technicians in 

troubleshooting OS problems or for installing necessary updates remotely. However, hackers can 

utilize this feature for penetrating device security. 

c) Automation: end-users at many times, utilise the automation property of IoT systems for 

gathering data or simplifying business activities. However, if the malicious sites are not specified, 

integrated AI can access such sources, which will allow threats to enter into the system. 

d) Remote access: IoT devices utilise various network protocols for remote access like Wi-Fi, ZigBee7, 

and Z-Wave. Usually, specific restrictions are not included into them, which can allow hackers to 

establish a malicious connection through these remote access protocols. 

e) Wide variety of third-party applications: organisations can perform specific operations through 

several software applications that are available on the Internet. Nevertheless, the authenticity of 

these applications cannot be identified easily. If end-users install or access such applications, the 

threat agents will automatically enter into the system and corrupt the embedded database.  

f) Improper device authentication: most of the IoT applications do not use authentication services 

to restrict or limit network threats. Thereby, attackers enter through the door and threaten 

privacy. 

                                                             

7 https://zigbeealliance.org/solution/zigbee/  

https://zigbeealliance.org/solution/zigbee/
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g) Weak Device monitoring: usually, all the IoT manufacturers configure unique device identifiers to 

monitor and track devices. However, some manufacturers do not maintain security policy, which 

can be a burden when tracking suspicious online activities. 

Further security challenges, but also opportunities for enforcing security and privacy standards and 

protocols are to be found on the different architectural layers of an IoT system. For example, firmware 

and hardware security measures can address authentication, but this will come at the cost of power 

consumption, since many wireless devices like wearables are relying on batteries. For that reason, security 

measures have to be rescheduled for achieving and optimal result between security and power 

constraints. 

Firmware security and hardware address authenticating and more, however, this comes at the cost of the 

power consumption, as some of the wireless enabled devices such as wearables are battery run. Such 

security measures need to be revisited to accomplish both security and power constraints.  

Monitoring and Security Threats 

According to a recent IoT risk research between the Ponemon Institute and Shared Assessments [56], their 

findings shed light on the following risks:  

a) Insufficient control: “Only 47% of respondents evaluate third party IoT security and privacy 

practices before working with those parties.” 

b) Ineffective monitoring: “Less than one-third monitor the risk of IoT devices used by their third 

parties.” 

c) Overload of IoT devices: “Most respondents report that the number of vendors their companies 

work with as well as the increasing number of IoT devices within third parties hampers their ability 

to effectively manage third party IoT risks.” 

d) Inappropriate allocation of budget and personnel for monitoring:  Less than four in 10 

respondents report that sufficient budget (35%) and sufficient staffing (37%) are allocated to 

managing third party IoT risks."  

Security threats on different layers of IoT devices 

The architecture of any IoT device can be broken down in four different layers [57]. These layers are: 

a) Threats for perception layer: “Devices in this layer has been limited to process and storage 

resources. The perception layer use technologies like RFID/NFC, ZigBee, Bluetooth. RFID 

technology is used in IOT environment for information exchange. This technology contains known 

vulnerabilities.” 

o Lack of authentication mechanism: It affects the confidentiality and integrity of the data.  

o DoS attacks vulnerability: It concerns RFID technology.  

o Privacy concerns: When there is lack of transparency on how the data that are monitored 

by IoT device’s sensors are being stored and used by third party organizations, the privacy 

of the data cannot be guaranteed. 

b) Threats for network layer: “As in any other communication environment, Network layer is the 

back bone of IoT architecture. This layer consists of access sublayer and internet sublayer. 
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Unauthorized access, DoS attacks, eavesdropping are some of the attacks this layer could get 

prone to.” 

o Insecure Network services: Vulnerabilities of open ports via UPnP and vulnerable services 

expose the data that are transmitted through the network to third parties, which can 

capture those data. 

o Unavailability of encryption for transmitted data encryption: When the data that are 

exchanged with the IoT Device lacks encryption, both the confidentiality and the privacy 

of the data are not safeguarded. 

c) Threats for middle-ware layer: “This layer is based on Cloud-computing. It holds all the data, 

which collected from the perception layer. There are two main security factors when considering 

this layer: (i) data leakage prevention and (ii) data segmentation and protection.” 

o Insecurities concerning the Cloud interface: When the authentication controls are not 

secure and therefore the data are not being encrypted, this also makes the cloud interface 

vulnerable to external cyber attacks. 

d) Threats for application layer: “This layer is separated from the rest of the IOT architecture, since 

there is large amount of services placed on the application layer.” 

o Insecurities on web interface: This insecurity refers to vulnerabilities such as SQL injection 

or cross-site scripting.  

o Insecure Mobile interface: The major vulnerability risks are credential expose and account 

enumeration. 

2.5.2 Applications 
Mobile apps’ popularity has exploded during recent years, enabling businesses, customers and consumers 

to easily and quickly unlock a series of new possibilities in the IT and internet world. However, and despite 

the promises held, the growth of mobile devices, and particularly within business workplaces, apart from 

benefits has introduced novel cyber risks, vulnerabilities and threats. Ever more enterprises, for instance, 

face the challenge nowadays of how to address the new conditions and make their apps more secure [58]. 

This chapter deals with cyber vulnerabilities in the domain of end-users apps, and offers a concise overview 

of the main categories. 

Applications threats 

In principle, staying up to date with patches is an effective shield against exploitation of vulnerabilities 

found in mobile applications. However, contrary to other end-users devices, such as desktop and laptop 

PCs, patching and updating in mobile devices differs. This is due to the fact that the software found in 

mobile devices is not updated as frequently as in other traditional endpoints. This peculiarity renders 

mobile devices comparatively more vulnerable. Without software updated, the bugs detected in mobile 

software cannot be fixed [58]. 

a) Social networking and e-commerce: Since their advent, mobile apps that are connected to social 

networking sites have been offering significant space to external cyber-attacks. This is particularly 

the case for sites such as Google+, Twitter and Facebook. Cyber attackers usually strive for getting 

access to personal user’s data, who often are unsuspecting of these attacks. Social networking 

sites’ main vulnerability stems from the fact that these sites host an important surplus of personal 
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data, therefore rendering any activity whose purpose is to steal these data grave. In general, the 

repercussions of malicious apps which use social networking sites are to be taken into serious 

account [59]. At the same time, e-commerce mobile apps vulnerabilities have gained prominence. 

In our modern economies, a considerable number of smartphone users perform their monetary 

transactions through their mobile apps. These transactions pertain to a wide range of activities, 

from buying goods and apps, to redeeming coupons or tickets. Often, processing point-of-sale 

payments or banking are included in these actions [59]. This plethora of smartphone 

functionalities provide very convenient opportunities to cyber attackers, who in turn make use of 

them [59].  

b) Mobile web browsers: Mobile web browsers vulnerabilities entail various types of external 

threats. A first line of vulnerabilities is the screen size of a device. Even though the size may seem 

a trivial feature, it nevertheless enables web address bars to pop up every time the user clicks on 

the browser app [60]. In principle, checking that the URL of a website is legitimate can be a reliable 

defence measure from the side of users. However, the situation becomes more complex due to 

the fact that SSL certificates for a website are harder to be found on mobile phone browsers [60]. 

Moreover, mobile web browsers offer the user pure web navigation, with plug-ins and widgets, 

just like traditional web browsers do. As such, attackers can take advantage of the mobile web 

browsers’ potentials, spreading malware and jailbreaking the iPhone device, solely through the 

stack-based buffer overflow in a library that is used by the web browser. The exploitation of mobile 

web browsers is a risk to be taken seriously [61]. Naturally, all of the aforementioned 

vulnerabilities and threats create multiple problems to the overall security of the web browser  

[59].  

c) Crypter and app binder: Vulnerabilities related to crypter and app binders is another important 

component of mobile threats. By crypter is meant a particular type of software that can be used 

to alter the signature for a piece of malware, without however changing the functionality of the 

malware. Therefore, the crypter enables the malware to be reused multiple times over time. On 

the other hand, an app binder is defined as software that can be deployed to hide a malicious app 

inside an otherwise no harming app [58].  

d) Communication-related vulnerabilities: The Global System for Mobile Communication network 

relies currently on two different variants of algorithms. These algorithms are the sA5/1 and A5/2, 

with the latter being weaker. An external cyber attacker can attempt to break the encryption of 

the network, and it has been proven that this attempt is likely to succeed within 6 hours since the 

algorithm is made public. Furthermore, the malicious attackers can eavesdrop on Wi-Fi 

communication with the purpose to extract sensitive info, such as passwords and usernames. The 

fact that Wi-Fi is often the only way for a smartphone to access the Internet renders smartphones 

particularly vulnerable to these types of attacks. Essentially, communication-related threats stem 

from flaws that are detected in the design and overall management of the mobile communication 

infrastructures [61].  

e) Malware: It has been widely acknowledged that malware is among the most popular “weapons” 

to perform malicious attacks in cyberspace. Malware can be defined as a broad class of attacks, 

which is usually loaded on the system, without the owner of this system being aware of it. The 

typical purpose of malware is to compromise the system, giving the space to the cyber attacker 

for further intrusion. A malware can be implanted in a system at any point of its life cycle, and can 
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infect it through different means: from tricking users to open tainted files to propagation and 

convincing users to visit malware propagating websites. Many different types of malware exist. 

Some indicative are Trojan horses, spywares, bot executables, viruses and worms. Moreover, 

malware can also be loaded onto a USB drive and then be inserted in an infected device. This 

permits malware to infect another system every time the infected device is inserted to this system. 

The propagation of malware can stem from devices and equipment that contain computational 

logic and embedded systems. Malware can target a considerable pool of different victims: network 

devices (such as routers and switches), servers, process control systems (such as Supervisory 

Control and Data Acquisition), and end user systems, to name a few. During the last years, there 

is a growing concern about how malware has been proliferated and upgraded in sophistication 

[61]. The most important forms of malware are categorized and analysed below: 

o Trojan malware: Trojan malwares are common forms of malware. Trojan malware refers 

to malware that is hidden inside an otherwise legitimate piece of software. By installing a 

trojan malware, different types of repercussions may arise: rooting and jailbreaking, 

spyring and keylogging, DDoS attacks, botnets, unlocking of backdoors [37].  

o Trojan SMS and mobile banking trojans: Trojan sms is a popular type of malware attack. 

The process unfolds as follows: first, an affiliate website is created by a team of 

cybercriminals. The website then invites internet users-victims, requesting them to 

become their accomplices and make money by further distributing a malicious 

programme. For those users who fall in the trap and agree to participate, a unique 

modification of malware is created for each user, alongside a landing page from which the 

user will download the malware. The next step foresees that the participants of the 

programme will purchase Internet traffic from third parties, or will invite users through 

requests from their compromised web-portals. Ideally, the cyber criminals would like to 

have as many Android users visiting the malicious page as possible, to maximize their 

attack. Every time an installation is successfully done, the infected device automatically 

sends SMS messages to premium numbers, thus making money on behalf of the criminal 

team. In other words, it is about a specific type of malware, created to steal online baking 

credentials. This is the so-called Trojan-Banker [62]. 

o Bitcoin mining malware on mobile: Bitcoin mining malware refers to a new category of 

malicious applications, whose goal is to mine crypto-currencies. The first known bitcoin 

mining type to be identified as fully operational, was the “BadLepricon”. At the individual 

mobile device level, the processing power of a miner is not effective enough; however, 

when infection of devices reaches massive scale, the criminals behind the malware can 

extract considerable amounts of profit [62]. 

o Crypto Ransomware: This is a special category of malware that can target and infect a 

device and then encrypt targeted files which have specific extensions. The malware then 

demands payment from the victimized owner as a form of ransom, as an exchange for 

providing the key to decrypt the affected files. The first signs of crypto ransomware were 

detected back in 2014, when such types of attacks were found on Android OS. Since then, 

concerns about crypto ransomware have been increased among Internet security 

companies [62]. Crypto Ransomware can become really a headache. The problem is that 

the malware seems legitimate, however, with just one click on a link, the whole network 
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can be encrypted, therefore holding the data of the user hostage [63]. The external 

attacker can take over vital information, whether data or critical components of the 

system. The money the user is then blackmailed to pay can be in the form of untraceable 

bitcoins. Only by providing the requested sum the data are unlocked and returned to 

normal operation. The prominence of mobile ransomware is among the fastest growing 

among the different types of malware [37]. 

o Adware and clickware: Compared to the categories of malware described previously, 

adware8 and clickware9 threats are “less evil”. The first types of adware/clickware were 

found in 2017, when a malware with the codename “Judy” was identified in Korean 

games. The adware usually seeks to generate revenues for the benefit of the cyber 

criminal by inviting the victim to click on banners from paid ads. Since 2017, adwares and 

clickware have been downloaded more than 10 million times, whereas it has been 

estimated that more than $300.000 revenues were generated per month in ad revenue 

[37]. 

o Reverse billing: Reverse billing refers to a situation where a recipient of an information 

pays for the delivery of this information through premium SMS services. The money is 

charged on the monthly bill of the recipient, and so the premium goes to the mobile 

content provider. In this context, a malware author can take advantage of a premium SMS 

service for their own benefit, by alluring victims to subscribe to premium SMS services on 

mobile devices that are infected by malware. However, the orchestration of the attack is 

done in a way that does not attract the attention of the victim. The attacker’s strategy is 

to infect as many mobile devices as possible, but charge a minimal amount to each user’s 

bill. By opting to charge only, for instance, 5 or 10 dollars to an owner on their monthly 

cellular service bill rather than 100 or 500 dollars, the charging usually remains unnoticed. 

Keeping the amount relatively small, the attacker can keep extracting money for long 

periods of time, without the victim ever realizing the deception [58]. 

Platform & OS Specific Threats 

a) Smartphone OS: There are specific types of malware that focus on smartphone operating systems. 

The constant evolution of this type of malware has caused worry among cyber experts. Different 

forms of Smartphone malware exist. A prominent one is the “Zeus-in-the-Mobile” (ZitMo) 

malware, whose main target is users’ bank app. ZitMo is popular on Android operating systems. 

The main aim of ZitMo is to overcome the baking two-factor authentication, thus getting access 

to the bank account of the victim and stealing the credentials. After that, stealing money is an easy 

task. Given that smartphones are devices with great storage capacity, mobile devices have 

unsurprisingly become common vectors for targeting critical systems and for spreading malware. 

Another example is when a cyber-criminal writes codes to control in a remote manner the wireless 

connectivity technology, and thus be in position to insert malware on a mobile device. In a 

company context, if the infected phone is connected to the company’s network, the attacker can 

                                                             

8 https://www.kaspersky.com/resource-center/threats/adware  
9 http://www.malware-fixes.com/how-to-delete-clickware/  
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unleash the malware to the whole network. As such, Smartphone vulnerabilities can have far-

reaching implications that transcend individual devices [59]. 

b) Android platform: Androids is a popular open-source application execution environment, that 

incorporates an operating system, core applications and their frameworks. Initially, Androids had 

been designed with the purpose to offer an open and user-friendly mobile-based development 

environment. By definition, the framework is user-centric since it includes a wide range of 

features, tools and developments. Nevertheless, during the recent years, Androids have 

increasingly attracted the attention of cyber criminals, precisely because their open-development 

nature entails security challenges concerning sensitive user data vis-a-vis malicious attacks. A 

typical example of attack is phishing applications. A phishing app is usually sent to a user-victim, 

who is then fooled to provide without knowing financial credentials every time they access 

malicious websites which seem to be legitimate banking websites. Consequently, phishing apps 

function through deception [59]. 

c) Jailbreaking/Rooting: Jailbreaking can be defined as “process of modifying a device so that it can 

use multiple app stores”. This process is popular among Apple IOS mobile devices, since these 

devices rely primarily on the Apple App Store to load apps. The idea of jailbreaking is to make the 

owner to exploit the device to perform functions that are normally forbidden. Typical examples 

are using unofficial alternative app stores for loading apps. Moreover, owners with jailbroken 

devices can get access to privileges that enable them to modify the file or operating systems, or 

even the device; a privilege that is normally not allowed. On the other hand, rooting refers to a 

situation where the user can resort to radical changes to the operating system of the Android 

device, or, in extreme cases, replace it altogether with a new operating system build [58]. In 

general, Rooting refers to Android, whereas Jailbreaking to iOS, and users deploy these techniques 

to circumvent the security barriers of the Apple App or Google Play Stores to install forbidden third 

party apps. Given that, in statistical terms, only around 0.1% and 0.5% of enterprises’ iOS and 

Android devices are jailbroken or rooted, respectively, these threats may seem trivial; still, when 

the immense total number of devices are calculated, then in absolute figures, the danger is 

formidable. Either intentionally compromised by a user, or infected as a side effect of malware, a 

device that has been rooted or jailbroken remains severely exposed to attacks [37].  

d) Android Master Key: This vulnerability can be paralleled with a situation where a malevolent 

agent removes the packaging of an aspirin bottle, changes the aspirins inside, and then repackages 

the seal without being noticed. In the cyber world, the attacker seeks to modify benign apps, by 

relying on the following trick: the cyber criminal just inserts a duplicate file inside the targeted app 

that will be later on modified. The trick succeeds because an affected Android version enables 

those files that have an identical name to co-exist within the same directory structure. This causes 

confusion to the operating system, which cannot detect which version is the real one. The attacker 

then takes advantage of the vulnerability and modifies the app in a way that does not reveal the 

modification [58]. 

e) Speed-relied mobile threats: There are instances where a cyber attacker prefers speed over 

sophistication when orchestrating an attack. Speed can refer to different stages: threat 

generation, modification of propagation of threat, but the aim is always to get a strong foothold 
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before the vulnerability is exposed and countered. As a consequence, ever more mobile threats 

are developed according to a speed-oriented approach. The wide availability of threat toolkits, 

frameworks and websites facilitate such cyber endeavours. The situation can become even more 

problematic when a known threat is converted to an unknown threat in a relatively easy and quick 

way. This conversion can be done in multiple ways: (i) by making a minor tweak to the source code 

of a threat; (ii) by leveraging an app binder to hide the malicious potential of a seemingly harmless 

app; (iii) by by interesting new propagation mechanisms to a threat; and (iv) by deploying a crypter 

to alter the signature of a threat file [58]. 

 

External Threats 

a) Evasion-related threats: Some mobile apps are designed in a way that enables them to overcome 

traditional firewalls. This design practice includes mobile apps as well. Overcoming firewalls is 

achieved through communication adjustment, meaning that an app can be practically used from 

any place and at any time. This has severe implications for security administrators. The evasion 

methods used by apps developers (for example, for tunnelling within apps) can be leveraged 

maliciously by threat developers as well. The usual motivation of the cyber attacker is making 

profit. Common malicious evasion methods are [58]: 

o Port hopping: a protocol or port is randomly shifter during a session. 

o Non-standard ports: for instance, instead of running the standard TCP port for Yahoo! 

Messenger (5050), opting for Yahoo! Messenger over TCP port 80 (HTTP).  

o Hiding: This occurs usually within SSL encryption. The app traffic is masked over TCP port 

443, for instance. 

o Tunnelling: a typical example is peer-to-peer file sharing, or when an instant messenger 

client (e.g. Meedo) is running over HTTP. 

b) Man-in-the-middle-attack (MITM): Communication is a primary function of mobile devices. 

However, not all communication functions are secured. MITM can potentially step in and listen in 

the communication traffic between mobile devices, or even alter the flow. Naturally, public and 

thus unsecured WiFi networks - almost ⅓ of the global WiFi network remains unsecured or poorly 

secured - offer the most fertile cyber space for this kind of attacks. Still, even well-secured WiFi 

networks can be intercepted and attacked. The most common strategy a cyber-attacker follows is 

setting up a fake WiFi hotspot, and then intercept and manipulate data’s stream [37]. 

c) Mobile data leakage: So far, the threats and vulnerabilities explored regard external threats. 

However, there may be cases where a threat comes from inside the system. Internal security 

breaches can be accidental, intentional or deriving from stolen credentials. It is indicative that in 

the USA alone, it has been estimated that during the first half of 2017, data breaches rose by 13%, 

whereas the number of cases of records lost, compromised or stolen was skyrocketed by 164% for 

the same period. Despite the fact that only 18% of reported data breaches are caused by 

unintentional loss, they still amount to 86% of the overall records lost [37]. 

d) HeartBleed vulnerability: HeartBleed is a quite new type of cybersecurity vulnerability - the first 

time it was identified was back in April 2014. HeartBleed targets enterprise web servers that run 

OpenSSL. versions that had already been infected. Typical examples of OpenSSL. are public facing 

websites on the Internet. HeartBleed essentially can send to a vulnerable server a malformed 
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heartbeat request, which in turn enables the attacker to exploit the normal heartbeat functionality 

of OpenSSL. The usual responses from the server who is under attack are often ineffective, or even 

naive: from launching random 64 kilobyte blocks of data from the server’s memory, to data that 

contain sensitive credentials, cryptography keys or security certificates [58]. 

e) Cloud computing vulnerabilities: The advent of cloud computing has been recognized as a truly 

positive technological shift, revolutionizing the IT world and holding multiple promises to 

consumers, customers and companies. Ever more customers, either small companies or big 

multinationals, are attracted by cloud’s reduced capital costs and increased IT resources. As such, 

they prefer to use the cloud’s computation services instead of providing their own IT 

infrastructure. At the same time, consumers can easily store their data in DropBox and iCloud, or 

use Gmail and Live Mail to handle their virtual correspondence. However, cloud computing 

platforms-based apps have been found to entail significant privacy and security vulnerabilities  

[61]. For instance, apps that rely on cloud computing services can enable mobile devices to run 

compromised apps; this possibility can be leveraged by external attackers to remotely breach both 

private and public corporate networks. Moreover, cybercriminals can use cloud services on their 

own. By having the capacity to do so, a cybercriminal may provide powerful resources to process 

power and storage, as well as to appear and disappear in an easy manner [64]. 

 

2.6 Threat Classification  
The following table summarizes the threats identified in the different technological domains, their relevant 

SANCUS engines (where applicable), and their level of severity. The severity level is identified by assessing 

impact and likelihood of the threat on the network. The scope of the SANCUS engines as they relate to the 

relevant threats is discussed in Section 3.2, after introducing the individual engines. 

As we can see from the aggregated results, out of the total seventy nine (79) identified threats and 

vulnerabilities, only fifteen (15), are not directly applicable to one of the SANCUS engines. Most of the 

non-applicable (N/A) threats have external variables to the network (e.g. application specific), and thus 

cannot be addressed directly by any engine. With respect to the detectable threats, those marked as +SiD 

and +CiV require further extensions to the engines planned within SANCUS that are beyond the scope of 

the project and require significant additional effort to be addressed. However, the SANCUS logic and 

architecture is applicable to these threats which are envisioned to be addressed by future (extended) 

versions of the respective engines, beyond the project’s lifetime. Indeed, SiD will be built following a plugin 

architecture in order to target more protocols and applications and take into account threats dealing with 

the RAN and specific applications/services running in 5G network. These extensions will be part of SiD+. 

It is noted that a qualitative analysis of the threats allows us on one hand to communicate the capabilities 

of the SANCUS platform in a more precise manner, and on the other hand to have a better planning of the 

targeted use case scenarios that can be evaluated; (see section 4 for an initial evaluation with respect the 

engines and D2.2 for more information on this topic). 

 

 

 



 
  

 

Table 3 Threat Classification per Technological Domain and their Impact 

Domain Sub-Domain Ref Threat Relevant 
SANCUS 
Engine 

Impact Likely-
hood 

Severity 

CORE SDN CT1 Spoofing SiD High Medium High 

CORE SDN CT2 Tampering SiD Medium High High 

CORE SDN CT3 Information Disclosure SiD Medium Low Low 

CORE SDN CT4 DoS SiD Hign High High 

CORE SDN CT5 Elevation of Privilege SiD High Low Medium 

CORE SDN CT6 Malicious Northbound Applications SiD Low Low Low 

CORE SDN CT7 Configuration issues SiD High Medium High 

CORE SDN CT8 Repudiation SiD Medium Medium Medium 

CORE NFV CT9 Authentication SiD High Medium High 

CORE NFV CT10 Authorization of NF Services SiD High Medium High 

CORE NFV CT11 Exploitation and Abuse SiD High Low Medium 

CORE NFV CT12 Access to log data SiD Low Low Low 

CORE NFV CT13 5G Protocol Core Network Security: (GTP, GTP-U, 
Diameter, SS7, JSON Parser exploits) 

SiD Low Low Low 

CORE NFV CT14 Call processing threats (Unified Data Management 
(UDM), Security Edge Protection Proxy (SEPP) 
Network Repository Function (NRF), Network 
Exposure Function (NEF) , Session Management 
Function (SMF)  
Access and Mobility Management Function (AMF), 
User Plane Function (UPF)) 

SiD Low Low Low 

CORE VNFs Code CT15 Improper Input Validation +CiV Medium Low Medium 

CORE VNFs Code CT16 Buffer overflows & underflows during Read or Write 
operations 

+CiV  Medium Low Medium 
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CORE VNFs Code CT17 Dynamic memory de-allocation +CiV  Medium Low Medium 
CORE VNFs Code CT18 Cross Site Scripting & Cross Site Request Forgery +CiV  Low Low Low 

CORE VNFs Code CT19 Memory buffer bounds +CiV  Medium Low Medium 
CORE VNFs Code CT20 Exposure of Sensitive Information +CiV  Medium Low Medium 
CORE VNFs Code CT21 Authentication & Authorization broken access +CiV  Medium Low Medium 

CORE VNFs Code CT22 Integer wrapping  +CiV  Medium Low Medium 
CORE VNFs Code CT23 Insufficiently Protected Credentials - unauthorized 

interception, retrieval and Man-in-the-Middle 
(MiTM) attacks 

+CiV  Medium Low Medium 

CORE VNFs Code CT24 Path traversal +CiV  Low Low Low 

CORE VNFs Code CT25 Insecure deserialization of untrusted data +CiV  Medium Low Medium 
CORE VNFs Code CT26 Security misconfiguration - (exposure of sensitive 

information) 
+CiV  High Low Medium 

CORE VNFs Code CT27 Insufficient logging & state monitoring control - (data 
loss, system takeover) 

+CiV  Medium Low Medium 

CORE VNFs Code CT28 Vulnerable software components - (data loss, system 
takeover) 

+CiV  Low Low Low 

CORE Virtualization 
Platform 

CT29 Hypervisor-based attacks SiD High Medium High 

CORE Virtualization 
Platform 

CT30 VM-based attacks SiD Medium Low Medium 

CORE Virtualization 
Platform 

CT31 VM image attacks SiD Low Low Low 

CORE Container 
Management 

SW 

CT32 Image risks SiD Low Low Low 

CORE Container 
Management 

SW 

CT33 Registry risks SiD Low Low Low 
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CORE Container 
Management 

SW 

CT34 Orchestrator risks SiD High Medium High 

CORE Container 
Management 

SW 

CT35 Container risks SiD High Medium High 

CORE Firmware CT36 Soft BIOS Access controls SiD Low Low Low 
CORE Firmware CT37 Trusted Platform Module attacks SiD Medium Low Medium 
 

EDGE Service Apps ET1 Generic MEC apps N/A   High 

EDGE Service Apps ET2 AR/VR vulnerabilities SiD App. 
Specific 

 Medium 

EDGE Service Apps ET3 Mobile service apps threats SiD App. 
Specific 
 

 Medium 

EDGE Service Apps ET4 Open ports vulnerabilities N/A   High 

EDGE RAN Control ET5 RRC protocol-based attacks SiD Medium Medium Medium 

EDGE RAN Control ET6 False buffer status attacks N/A   High 

EDGE RAN Control ET7 Message insertion attacks N/A   High 

EDGE RAN Control ET8 Micro-cell attacks N/A   Medium 

EDGE RAN Control ET9 Spectrum resource abuse +SiD High High High 

EDGE RAN Control ET10 Fake access network node +SiD 
 

High High High 

EDGE RAN Control ET11 Flooding attacks +SiD 
 

High High High 

EDGE RAN Control ET12 Radio frequency jamming +SiD 
 

High High High 

EDGE RAN Control ET13 Radio interference +SiD 
 

High High High 

EDGE RAN Control ET14 Radio traffic manipulation +SiD 
 

High High High 
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EDGE RAN Control ET15 Session hijacking +SiD 
 

Medium Medium Medium 

EDGE RAN Control ET16 Signalling fraud +SiD 
 

Medium Medium Medium 

EDGE RAN Control ET17 Signalling storms +SiD Medium Medium Medium 

EDGE VNFs Code ET18 Open APIs abuse  +CiV High High High 

EDGE VNFs Code ET19 Edge node overload  +CiV   High 

EDGE VNFs Code ET20 Smart attacks (wiretapping & rogue node creation) +CiV   Medium 

EDGE VNFs 
Creation 
Interf. 

ET21 Amplification and flooding attacks N/A   Low 

EDGE VNFs 
Creation 
Interf. 

ET22 Data Center Interconnect protocol N/A 
 

  Low 

EDGE VNFs 
Creation 
Interf. 

ET23 Network virtualization bypassing N/A 
 

  High 

EDGE VNFs 
Creation 
Interf. 

ET24 Virtualized host abuse N/A 
 

  High 

EDGE VNFs 
Creation 
Interf. 

ET25 Lack of management authentication N/A 
 

  High 

 

End-
user 

IoT Devices UT1 Buffer overflows CiV High Medium High 

End-
user 

IoT Devices UT2 Use after free CiV Medium Low Low 

End-
user 

IoT Devices UT3 Format string attacks CiV High Medium High 

End-
user 

IoT Devices UT4 Integer overflows CiV Medium Medium Medium 
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End-
user 

IoT Devices UT5 Nullpointer dereference CiV Low Medium Low 

End-
user 

Applications UT6 Social networking and e-commerce SiD App. 
Specific 

 Medium 

End-
user 

Applications UT7 Mobile web browsers SiD App. 
Specific 

 Medium 

End-
user 

Applications UT8 Crypter and app binder SiD App. 
Specific 

 Medium 

End-
user 

Applications UT9 Communication-related vulnerabilities SiD App. 
Specific 

 Medium 

End-
user 

Applications UT10 Malware SiD App. 
Specific 

 Medium 

End-
user 

Applications UT11 Spoofing SiD App. 
Specific 

 Medium 

End-
user 

Applications UT12 Platform and OS SiD App. 
Specific 

 Medium 

End-
user 

External UT13 Evasion-related   N/A 
 

External    

End-
user 

External UT14 MiTM   N/A 
 

External    

End-
user 

External UT15 Mobile data leakage   N/A 
 

External    

End-
user 

External UT16 Heartbleed vulnerabilities   N/A 
 

External    

End-
user 

External UT17 Cloud computing vulnerabilities   N/A 
 

External    

 

 



 
  

 

3 SANCUS Engines for Threat Mitigation 
This section defines each of the SANCUS engines and their main functional characteristics. The last part 

comments on the type of threats that are addressed by each engine and the way that these are handled.  

3.1 SANCUS engines and key functions 

3.1.1 Firmware Inspection Validation engine (FiV) 
The proposed FiV engine will perform automated validation of firmware images at massive scale. FiV will 

combine different unpackers and samplers, allowing for searching through binary firmware images. After 

unpacking it will attempt to recompose fragmented code portions for smoother and faster verification.  

The FiV functions in the following five phases: 

1. FiV classifies the firmware images in order to choose the appropriate tools for unpacking.  

2. The engine builds an extended pipeline of unpackers to gain deep inspection and starts unpacking. 

3. It sanitises potentially corrupted files to be ready for CiV analysis.  

4. It uses static analysis along with a set of heuristics to detect possible vulnerabilities.  

5. Any information found on vulnerabilities is sent to the appropriate engines, e.g. CiV, AcE. 

3.1.2 Code Integrity Verification engine (CiV) 
The proposed CiV engine will perform automated verification and auditing of the unpacked OEM firmware 

images against risk factors. CiV will combine static (symbolic) and dynamic analysers to maximize the 

surface of vulnerability discovery, and optimise for scanning speed, testing precision, and validation 

efficiency. It will output information about these vulnerabilities to other engines, such as MiU, GiO, SiD, 

and AcE. The engine will go through the following steps: 

1. CiV analyses the firmware image provided by the FiV engine. It will select interesting targets based 

on heuristics, assisted by the FiV engine. 

2. The selected program is emulated in order to dynamically analyse it with fuzzing.  

3.  When the fuzzer detects it is making little progress, static analysis by means of symbolic execution 

will be used to detect new inputs. 

4.  After a certain amount of time has passed or when no new inputs can be found, the analysis of 

the program halts. 

5.  The gathered information on vulnerabilities is send to the AcE engine to confirm whether they 

can be exploited. 

6.  If the AcE engine can confirm the exploitability of the vulnerability, a CVSS like score is generated 

and send along with the rest of the information to the MiU and GiO engines. 

By combining static symbolic execution and fuzzing on an emulated target, CiV introduces a novel 

technique for firmware analysis. 

3.1.3 Software Risk Validation and Verification Engine (SiD) 
The proposed SiD engine is linked to the CiV and FiV engines for dimensioning different insights on 

vulnerabilities from both code and system levels. The engine will perform security validation for Docker 

open‐source software development platform by providing new technique of automatically deploying 

lightweight distributed network analysis probes into each container to assess the robustness of the 

running software. In that way, SiD aims at continuous risk assessment including assets identification, 

vulnerabilities and threats detection, evaluating the risk, and providing list inventory of countermeasure 

and risk control options to be fused into the MiU modelling. 
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3.1.4 Modelling of IoT unit defining the security‐vs‐privacy‐vs‐reliability metric (MiU) 
The proposed MiU engine will step forward by analysing the outcomes of FiV, CiV and SiD to dimension 

the factors of cyber security, digital privacy and QoS reliability into the IoT unit and approach it as a three‐

node model determined within a multi‐dimensional space of specific attributes. MiU relies on ground‐

breaking approach to express the trade‐off between security‐vs‐privacy‐vs‐reliability by means of final 

formulas (explicitly), so as, the derived metric can be elaborated at will in any setting and case.  

3.1.5 Game Implicit Optimisation Engine (GiO) 
The proposed GiO engine is directly linked to the MiU modelling for performing optimisation analysis to 

derive the optimal (final) SANCUS defence recommendation, i.e., maximise the performance of the 

security‐vs‐privacy‐vs‐reliability efficiency subject to the probability that IoT devices, applications, end‐

users can coexist without any risk of being attacked. In essence, GiO stands on top from all the other 

SANCUS engines because it is to optimise the outcomes of MiU, which have been realised on the outcomes 

of FiV, CiV and SiD engines. 

3.1.6 Attack Configuration Engine (AcE) 
The proposed AcE engine is directly related to the 5G test-bed prototype to deliver inclusive solution for 

modelling and emulating network container services and applications, along with network‐wide attacks, 

forensic investigations, and tests that require a safe environment without the risk of proprietary data loss 

or adverse impact upon existing networks. AcE is planned to be designed as a highly customisable dynamic 

network modelling tool for enabling real‐world virtualisation with real‐time emulation of container 

network systems. The strength of this tool is that it will allow testing not only large‐scale network 

infrastructures, but also emulating the end‐users (IoT, routers, hotspots).  

3.2 Scope of the Engines w.r.t identified threats 
Our proposed SANCUS solution will be a platform powered by the MiU and GiO engines, where their 

responses are fully dependent on the other individual engines’ outputs, and in turn, each of the separate 

engine detection will depend accordingly on the input data provided. 

As shown in the preceding section 3.6, our engines collectively address the most important threats 

(severe). While planned adoption beyond the project’s lifetime includes creating more engines. For 

example, +SiD will focus more on core network function vulnerabilities, and thus can rely on more security 

agents deployed in different parts of the network to have an end-to-end insight on the whole network 

from UE to 5G services. Besides, other agents will also tackle the different layers of the cloud infrastructure 

in order to deal with cloud-related threats (e.g., related to the virtualisation layer). These agents with the 

ones implemented already in SiD will allow to detect more security issues and better address their root 

cause providing thus a deeper knowledge on the status of the cloud-native 5G network. 

While the main focus of CiV engine is analysis of vulnerabilities on a firmware level for IoT devices, the 

scope of the engine can also be expanded outside of SANCUS project (+CiV) to analyse the codes for 

different end devices (e.g. VNFs code) and include additional types of vulnerabilities that are not applicable 

for IoT devices.  
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4 Connectivity Approaches 
This chapter describes the initial system high-level architecture, and then rationalise its revision from the 

initial concept. Where essentially two new components were added to the aforementioned (chapter 4) six 

engines, namely, the security orchestrator and the event triggering modules. The chapter also presents 

the connectivity approaches to all of the interfacing components and their justification.  The final part 

provides an overview of the manager containers and orchestration, their challenges, and Docker 

vulnerabilities and solutions, as well as CI/CD tools. 

4.1 Initial SANCUS System Architecture and Connectivity between the Engines 
SANCUS has been initially approached as a new security suite to enable joint firmware and software 

validation and verification, as well as, security modelling and optimisation by integrating six main security 

engines, detailed in the preceding chapter (4), we recall: 

(1) FiV – Firmware Inspection Validation engine, 
(2) CiV – Code Integrity Verification engine, 
(3) SiD – System Intelligent Defence engine, 
(4) MiU – Modelling of Individual Unit engine, 
(5) GiO – Game Implicit Optimization engine, 
(6) AcE – Attack Configuration Engine. 

In this respect, the architecture of SANCUS and the connectivity these engines had been initially 

approached theoretically, as illustrated at the top side of Figure 3. 

We note that after careful examination, the Consortium concluded that there should be two important 
add-ons, such that the initial – theoretical – architecture can be integrated – tangibly – as a unified 
operational security suite. These add-ons regard the addition of: 

(7) a Security Orchestrator, and 
(8) three Event Triggering Modules to be attached within (i) FiV/CiV, (ii) SiD, and (iii) MiU/GiO engines 

for automating the operation between these engines. 

 

We emphasise that these add-ons are added not because of misalignment of the initially envisioned 

SANCUS architecture but because the Consortium decided to implement the optimal protection 

recommendation, while in the initial proposed system, SANCUS was only to provide optimal security 

recommendation (without implementing it). As such, we expect our effort to be considered as important 

technological upgrade and valuable offering of the project to the Research Community.  

For clarity, the next Section 4.2 describes the main purpose, functionalities and components of the newly 

added Security Orchestrator, and the role and functionalities of the Event Triggering Modules. Then sub-

Section 4.2.1 highlights the functional operation and interconnection between the SANCUS engines, with 

Section 4.3and its sub-Sections to approach the connectivity concerns between the engines and the 

Security Orchestrator by means of explaining the types of Application Programming Interfaces (APIs) that 

will be used for the transparent and secure communication and control among the engines/orchestrator 

and their components. 
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Figure 3 Illustration of the SANCUS architecture. Top: initial approach for only extracting the optimal defence recommendation. 

Bottom: upgraded approach for extracting-and-applying the optimal defence recommendation. 

4.2 The SANCUS Security Orchestrator 
The Security Orchestrator will be in charge of making a next-best action recommendation taking as input 
events triggered by the Service Monitoring and Analytics function, delivered as a result of monitoring and 
analysing changes in the status of the resources and devices. It will have:  

 two inputs, i.e., from the SiD and the MiU/GiO engines related to the security agent placements 
(of SiD) and the optimal defence recommendation (of MiU/GiO), and  

 one output to communicate with the service MANagement and Orchestration (MANO) system for 
coordinating the system resources towards implementing optimal system defence solution.  

For this, the Security Orchestrator is necessary to integrate two main components, namely (i) a Security 
Policy Repository, which will store the security policies with reference to the service, slice and resource 
they apply to, and (ii) a Policy Engine. The Policy Engine will be in charge to performing the actual 
evaluation of policies by integrating (a) a rule engine that will be in charge to evaluating expressions in 
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policy rules, (b) a  policy information point that will be in charge to retrieving policy locators, policies and 
policy rules from the Policy Repository and evaluating them, resolving tags in expressions, (c) a context 
input module that will communicate with the monitoring and analytics modules of the MANO system and 
additional data and context sources, in order to retrieve relevant real-time information about the 
monitored resources, and (d) a context output module to communicate the optimal security 
recommendation performed by the MiU/GiO engines towards the entities in charge of actual enforcement 
upon the controlled resources (e.g. Virtual Infrastructure Management (VIM), Virtual Infrastructure 
Function Management (VNFM), etc.). 

We note that the detailed architecture and components of the Security Orchestrator is subject to 
the investigation that will be performed in Task 2.4 and will be reported in deliverable D2.3. However, for 
the sake of clarity, we provide at next sub-Section 4.2.1 a brief description of the upgraded SANCUS work-
flow considering the addition of the Security Orchestrator.  

4.2.1 The upgraded SANCUS work-flow with the addition of the Security Orchestrator 
We see the SANCUS Security Orchestration as an automated process for deploying compute, storage, and 

networking elements. It will model the requests of the security engines into a manageable cloud-native 

infrastructure and will perform deployment and work plans according to the engines’ requirements. The 

Security Orchestrator will interface to the service MANO components like, the VIM management and 

control, which offer access to the multi-site cloud environment. As such, the Security Orchestrator will 

fully abstract the infrastructure of the FiV/CiV, SiD, MiU/GiO engines, while its communication with the 

service MANO orchestrator will ensure engine isolation, i.e., the engines will not directly interact with the 

MANO infrastructure components, which limits access to the engines, thus limits attackers to compromise 

the engines .Further, the Security Orchestrator will provide a “type system” to describe the means for 

creating or upgrading Security Policy Templates and offering possibility to define virtual instance 

templates. For example, characteristics of the security status of each networked component can be 

described within the Security Policy Templates properties, relationships, hardware and software 

requirements, policies, machine status, and deployment plans. The general idea is to define all the topics 

(e.g. protocols, equipment, environment variables, etc.) related with the network security and 

virtualization. 

Having the aforementioned viewpoint in mind, let us now describe the upgraded work-flow by describing 

the functionality of each engine and the interaction between engines and Security Orchestrator with six 

Steps. 

- Step 1: At random time instance, the FiV engine will unpack a given set of firmware images by 
combining Binwalk, FRAK, Binary analysis and radare2 unpacking modules. After unpacking, FiV 
can perform pre-processing sanitisation, including firmware classification given that some 
unpacked firmware images may have been incompletely unpacked, or the location of the 
document root may be not obvious or corrupted. 

- Step 2: The unpacked software will be fused into the CiV engine that will perform static and 
dynamic analysis for detecting both firmware and application code vulnerabilities based on two 
effective methods, so-called, lazy computation and symbolic execution methods. The combination 
of those two methods with taint analysis and data-flow analysis, is marginally explored, yet it is 
likely to locate exploitable bugs in a rather reliable way compared to program slicing and type 
systems techniques as mentioned previously.  
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- Step 3: In parallel to the operation of FiV and CiV,  the SiD engine will perform continuous risk 
assessment by using a root cause analysis component to perform security validation of the 
software runtime deployment environment by means of (i) controlling the access to APIs, (ii) 
scanning control-plane and application-plane traffic for potential injections, modifications and 
injections, and (iii) minimising the attack surface of each container for excluding code lines and 
utilities that are not required by the application code, so as, each running container can be less 
useful to an attacker to compromise it. 

- Step 4: The outcomes of FiV, CiV and SiD will be processed by the MiU engine, so as, they will be 
expressed by means of mathematical optimisation criteria. Each criterion can be seen as a survey 
regarding the risk factors that influence security and privacy, thus, each criterion can be rated 
according to its degree of relative importance to another criterion in the basis of pair wise 
comparison using properties of Analytic Hierarchy Process (AHP) concept and probability theory. 
In other words, given the fact that all detected risks have a degree of inherent uncertainty (which 
increases when more risks are related to each other) we will combine AHP and probabilistic 
weighting to implement the groupings of data risks related to each network device including those 
risk boundaries that are not sharply defined. On this basis, MiU will use utility theory for the 
conformal weighing of the AHP-related risks, and a technique, called nested radicals to dimension 
the weighted risks within an expected utility fitness function unified with the minimum throughput 
QoS requirements of each individual network device – recall from mathematics that the expected 
utility is the sum of the probability-weighted factors (like our AHP weights) of all possible final 
states of an option, where, in our case, the option’s prospects are,  in fact, integrated with a 
security-vs-privacy-vs-reliability asset level of each network device. 

- Step 5: As long as MiU will conclude the updated security modelling (e.g. based on the outputs of 
FiV/CiV and SiD), the GiO engine will be called to optimise security subject to these updated 
security modelling. The key challenge for GiO will be to capture the heterogeneity among all the 
created expected utility fitness functions of the network devices. It will do so, by integrating these 
functions as optimisation rules into Blotto and/or Stackelberg type competitive game problems, 
which will qualify the devices (or players) to autonomously compete for maximising their utilities 
using a common auction pool, thus , each device (or player) will state its own level of heterogeneity 
autonomously. The GiO game problem will also use Bayes-adaptive learning to supervise the 
reinforcement provided by the multi-variate probability distribution of the joint play, which is a 
formally elegant machine learning approach to realise optimal system behaviour in real time. The 
solutions to these complex, yet inclusive, problems will be derived by robust algorithms, which 
rely on intelligent duality-free solution techniques that we have shown to minimise the number of 
iterations for acquiring the optimal points. 

- Step 6: The output of GiO will be fused (via the context input module) into the Security 
Orchestrator, such that the latter can use its Policy Engine to create new Security Policy Templates, 
or upgrade existing templates, depending on the magnitude of changes required by GiO to protect 
the system. As long as the templates will be created/upgraded, the Security Orchestrator will use 
its context output module to provide these security templates to the service MANO Orchestrator 
– in essence, the templates will be instruction of how the MANO Orchestrator can move its Virtual 
Network Functions (VNFs) for protecting the system.  Also, the Security Orchestrator will feature a 
constant input from SiD, such that it can be constantly informed for potential attacks and/or 
software vulnerabilities and act accordingly. Instead, the processes of MiU/GiO will take place in 
a non-constant – scheduled – basis, because even though the MiU modelling can be (theoretically) 
updated constantly, the GiO optimization process can only be (practically) resolved at scheduled 
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time instances (e.g. every half hour or so) – in this meantime, the input of SiD can trigger alert for 
the Security Orchestrator to take pre-emptive measures for temporarily securing the system until 
GiO will announce the actual security defence recommendation. 

The SANCUS Event Triggering Module 

After having described the upgraded SANCUS work-flow between the FiV/CiV, SiD, MiU/GiO engines and 
the newly added Security Orchestrator, we continue with the description of the Event Triggering Module, 
which will be attached to each engine. 

The Event Triggering Module will include (i) a manifest parsing sub-module, (ii) an event pre-triggering 
sub-module, and (iii) an event faking sub-module, as illustrated in Figure 4. 

 

Figure 4: Illustration of the SANCUS Event Triggering Module with sub-Modules for establishing connectivity between the security 
engines 

These sub-modules are essential mainly for the SiD engine due to its constant security monitoring and 
assessment, while in CiV/FiV and MiU/GiO not all sub-modules are important as the processes in these 
engines will be based on time-schedule (not constantly). To better understand the importance of the Event 
Triggering Module for SiD, we clarify the following. The manifest parsing sub-module is to parse the 
application manifest file for extracting API list of registered functions related to the application at hand. 
The Event pre-triggering sub-module is to send a request to the Event Faking sub-module for injecting 
corresponding false events when an application aims to use a system service, the callbacks of which will 
be registered through the API. The Event Faking sub-Module is to perform in-time event injection when 
received the request information for fake events. The fake events include not only callbacks listed in the 
application manifest, but also API callbacks that invoked at runtime. With all these sub-modules, the Event 
Triggering Module will be able to avoid being triggered by fake application events that can potentially be 
done on purpose by attackers to compromise the system. It will also notice the fake-related application to 
inform engines that this particular application may be the medium of an attacker to get deeper into the 
system. As such, the Event Triggering Module will be a reliable medium through which engines can 
communicate and triggered by each other on an event of an actual firmware bug and software 
vulnerability detection. 

Another key point is that besides avoiding fake triggering, the Event Triggering Module should be 
designed in a way to be compatible with a convenient API that is secured and familiar to developers. In 
this direction we will focus on designing the Event Triggering Module using either the REST or the GraphQL 
APIs. Next sub-Section describes the reasons why we will focus on choosing between these two APIs.  
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4.3 The SANCUS APIs for establishing connectivity between engines (REST, GraphQL) 
APIs take many forms and come in many styles. The style of an API affects how security is applied to it.  

SOAP API: For example, before web APIs, the standard style in use was SOAP Web Services (WS). During 
the service oriented architecture WS era from 2000-2010, XML was ubiquitous, and a rich set of formal 
security specifications were widely recognized under WS-Security. The SOAP style of security is nowadays 
applied at the message level using digital signatures and encrypted parts within the XML message itself. 
Decoupled from the transport layer, it has the advantage of being portable between network protocols 
(e.g. switching from HTTP to JMS). But this type of message-level security has fallen out of favour and is 
mostly encountered only with legacy web services that have survived without evolving.  

REST API: Representational state transfer (REST) became the more common API security style over the 
past decade. REST is often assumed by default when the term “web API” is used. A fundamental 
convention of the REST style of APIs is that resources are uniquely identified by HTTP URIs. This predictable 
aspect of REST APIs inspired a generation of access control methodologies in which rules are associated 
with the URI (resource) being accessed or at least the pattern of the URI being accessed. In REST, access 
control rules are often based on a combination of the HTTP verb (GET/PUT/POST/DELETE) and the HTTP 
URI (the resource identifier) patterns. Identifying which data is being accessed through the URI means that 
rules can be applied without visibility into and most importantly, without an ability to understand the 
payload in these API transactions. This has been practical, in particular, for middleware security solutions 
that enforce access control rules decoupled from the web API implementations themselves by sitting in 
front of them (e.g., gateways) or acting as agents (e.g. service filters).  

GraphQL API: Yet another API style is GraphQL, an emerging open-source API standard project. GraphQL 
is popular with front-end developers because it puts them in control. They’re no longer restricted to a 
fixed set of API methods and URI patterns but instead get to customize their queries in whichever ways 
best suit their applications and context. Because of this added control – and additional benefits like non-
breaking version upgrades and performance optimizations – GraphQL is on its way to becoming 
omnipresent among web APIs. 

Comparison – pros and cons: While GraphQL isn’t a substitute for REST, and both API styles will continue 
to co-exist, it’s an increasingly common choice. In fact, its popularity is threatening to disrupt a decade of 
web API access control infrastructure. This disruption centres on one major divergence from the popular 
REST pattern: GraphQL requests do not identify the data being accessed via the HTTP URI. Rather, GraphQL 
identifies the data requested using its own query language, typically embedded inside an HTTP POST body. 
In a GraphQL API, all resources are accessed through a single URI (e.g. /graphql). Existing web API access 
control systems and infrastructure often are not designed for this type of API traffic. Access control rules 
for GraphQL are more likely going to require access to the structured data in the API payloads and be able 
to interpret this structured data for the purposes of access control. Suffice it to say that API providers need 
to consider what will be best suited to each new set of requirements when choosing their approach.  

4.3.1 API Security for cloud-native deployments 
Advances in technology like cloud-native services, API gateways and integration platforms let API providers 
to secure either REST of GraphQL APIs in unique ways. The technology stack we can choose to build the 
SANCUS APIs will affect how we secure them. For example, in large organizations, different departments 
may develop their own applications with their own APIs. Also, through mergers and acquisitions, large 
organizations end up with multiple API stacks or API silos. Hence, when all of your APIs are in a  single silo,  
API security requirements can be mapped directly to this silo’s technology. For portability purposes, these 
security configurations should be portable enough to be extracted and mapped to another technology in 
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the future. For heterogeneous environments, however, the defining of API security rules typically benefits 
from API security-specific infrastructure which operates across these API silos.  

This connectivity between API silos and API security infrastructure can take the form of security agents 
(like in SiD) and, of course, APIs which are integrated between cloud and on-premises deployments. 

4.3.2 Two Levels of REST/GraphQL API Security 
We recall that a web API (like ReST and GraphQL) exposes an interface to a web application. Therefore, 
we need to think about security on two levels:  

 access to the API, and  
 access to the application. 

On the API level, we will investigate the proper authentication, authorization, access privileges, and so 
on, to ensure that only permitted clients/developers/users can use the interface and only execute 
permitted operations. On the application level, we need to ensure that the SANCUS application endpoints 
(e.g. the URLs used to access the interface) are not vulnerable to attacks that get through the interface or 
bypass it.  

Let’s see how we can ensure REST/GraphQL API security on these two levels.  

Ensuring Secure API Access: REST/GraphQL APIs are exposed to the Internet, so they need suitable security 
mechanisms to prevent abuse, protect sensitive data, and ensure that only authenticated and authorized 
users can access them. 

Connection Security: Security starts with the HTTP connection itself. Secure REST/GraphQL APIs should 
only provide HTTPS endpoints to ensure that all API communication is encrypted using SSL/TLS. This allows 
clients/developers/users to authenticate the service and can protect the API credentials and transmitted 
data. 

API Access Control: REST/GraphQL APIs are available only to authenticated users, for example because 
they are private or require registration or payment. Because REST/GraphQL APIs are stateless, access 
control is handled by local endpoints. The most common REST/GraphQL API authentication methods are:  

HTTP Basic Authentication: Credentials are sent directly in HTTP headers in Base64 encoding without 
encryption. This is the simplest authentication method and the easiest to implement. It also the least 
secure, since confidential data is transmitted as plain text, so it should only be used in combination 
with HTTPS. 

JSON Web Tokens (JWT): Credentials and other access parameters are sent as JSON data structures. 
These access tokens can be signed cryptographically and are the preferred way of controlling access to 
REST APIs. See the OWASP JWT Cheat Sheet for a quick overview of JSON Web Tokens, and RFC 7519 
for the full specification. 

OAuth: Standard OAuth 2.0 mechanisms can be used for authentication and authorization. OpenID 
Connect allows secure authentication over OAuth 2.0. For example, Google’s APIs use OAuth 2.0 for 
authentication and authorization. 

User Authorization with API Keys: API keys provide a way of controlling access to REST/GraphQL services. 
For example, operators can use API keys to enforce rate limiting for API calls and mitigate denial-of-service 
attacks. For monetized services, organizations can use API keys to provide access based on the purchased 
access plan. 
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API Client Restrictions: To minimize security risks, REST/GraphQL service operators should restrict 
connecting clients/developers/users to the minimum capabilities required for the service. This starts with 
restricting supported HTTP methods to make sure that misconfigured or malicious clients can’t perform 
any actions beyond the API specification and permitted access level. For example, if the API only allows 
GET requests, POST and other request types should be rejected with the response code 405 Method not 
allowed. 

4.3.3 Protecting the CiV/FiV, SiD, MiU/GiO engines that expose REST/GraphQL APIs 
Let us now see how to protect the SANCUS engines considering the REST/GraphQL APIs and by providing 
an example. Once a client has legitimate access, SANCUS needs to protect the underlying web application 
from malformed and malicious inputs. The REST/GraphQL API calls and responses may also include 
confidential data that needs to be controlled. 

Sensitive Data in API Communication: API calls often include credentials, API keys, session tokens, and 
other sensitive information. If included directly in URLs, these details could be stored in web server logs 
and leaked if the logs are accessed by cybercriminals. To avoid leaking confidential information, RESTful 
web services should always send it in HTTP request headers or the request body (for POST and PUT 
requests). 

Content Type Validation: Continuing the theme of API client restrictions, REST/GraphQL services should 
precisely define permitted content types and reject requests that don’t have the correct declarations in 
their HTTP headers. This means carefully specifying permitted types in both the Content-Type and the 
Accept header, along with the charset (where possible). If the service includes JavaScript (or other script 
code), it should ensure that content type in the header is the same as in the request body, for example 
application/javascript. This can help to prevent header injection attacks. 

Response Security Headers: Additional HTTP security headers can be set to further restrict the type and 
scope of requests. These include X-Content-Type-Options: nosniff to prevent XSS attacks based on MIME 
sniffing and X-Frame-Options: deny to prevent clickjacking attempts in older browsers. If the service 
doesn’t support cross-domain calls, it should disable CORS (cross-origin resource sharing) in its response 
headers. If such calls are expected, the CORS headers should precisely specify the permitted origins. 

Input Validation: APIs are often designed for automated access without user interaction, so it is especially 
important to ensure that all inputs are valid and expected. Any requests that don’t conform to the API 
specification must be rejected. Typical best-practice guidelines for input validation apply: 

 Treat all parameters, objects, and other input data as untrusted.  

 Use built-in validation functionality where available. 

 Check the request size and content length and type. 
 Use strong typing for API parameters (if supported). 

 To prevent SQL injection, avoid building queries manually – use parameterized queries instead. 
 Whitelist parameter values and string inputs wherever possible.  

 Log all input validation failures to detect credential stuffing attempts. 

4.3.4 Why REST/GraphQL APIs for security are important 
Web APIs are the backbone of modern web and mobile development. They allow applications and services 

to communicate and exchange data across hardware and software platforms. While other API formats are 

also still in use (for example SOAP), REST and GraphQL APIs are now the dominant type of all public web 
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APIs. They provide the back end for the majority of mobile applications and IoT devices and allow easy 

integration across systems and applications.  

Because APIs in general use the same technologies as web applications, REST and GraphQL APIs can be 

vulnerable to the same attacks. At the same time, APIs are not designed for manual access, so they can be 

difficult to test, especially if some endpoints and features are undocumented. API security testing requires 

accurate automated tools to ensure complete coverage. SANCUS will provide full support for 

REST/GraphQL API vulnerability scanning through the SID engine, which will enable a variety of 

authentication methods and automatic security checks. We note that the detailed structure of the SANCUS 

system architecture (including the APIs that will be used within the Event Triggering Modules of the 

FiV/CiD, SiD and MiU/GiO engines) is subject of Task T2.4 and will be detailed in deliverable D2.3.  

5.4 SANCUS operational tools and services 
Recall from previous Section 3.4.3.2 that container management is the process of managing the creation, 

deployment, scaling, availability, and destruction of software containers. That means, container 

orchestration allows cloud and application providers to define how to select, deploy, monitor, and 

dynamically control the configuration of multi-container packaged applications in the cloud.  

SANCUS consists of numerous containers that can be run on a single machine or on a cluster of multiple 

machines. Hence, it is important for an orchestrator to keep tracking of containers that belong to the same 

application and network connection(s). It is also important for SANCUS to take into consideration an 

orchestration solution that can handle physical, virtual and container-based applications located either in 

private, or public cloud. 

 
Figure 5: Illustration of the container lifecycle 

 

5.4.1 Manager Containers and Container Orchestration 
In this regard, Table 1 summarizes the most important container technologies. In the table, we 

characterize the container technologies according to their types by using the acronyms: Application 

Container (AC), System Container (SC), Container Manager (CM), Orchestration Framework (OF).  
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Table 4: Container and Orchestration types 

Platform Name AC SC CM OF 

Docker ✓ ✗ ✓ ✗ 

Kubernetes ✗ ✗ ✗ ✓ 

OpenVZ ✗ ✓ ✓ ✗ 

Mesos ✗ ✗ ✗ ✓ 

Cloudify ✗ ✗ ✗ ✓ 

Linux Container (LXC) ✓ ✓ ✗ ✗ 

Windows Hyper-V Container (WHC) ✓ ✗ ✗ ✗ 

Windows Server Container (WSC) ✓ ✗ ✗ ✗ 

rkt ✗ ✗ ✓ ✗ 

LXD ✗ ✗ ✓ ✗ 

Oracle Solaris Container ✓ ✓ ✓ ✓ 

Amazon EC2 Container Service 

(ECS) 
✗ ✗ ✓ ✓ 

Google Container Engine (GCE) ✗ ✗ ✓ ✓ 

Microsoft Azure Container Service 

(ACS) 
✗ ✗ ✓ ✓ 

Joyent Triton ✗ ✗ ✗ ✓ 

Swarm ✗ ✗ ✗ ✓ 

Marathon ✗ ✗ ✗ ✓ 

 

As per the technology aspect, Docker is currently considered as the most promising commodity container 

framework for 5G applications. 

Container orchestration framework is the most critical part in the lifecycle management problem of 

SANCUS in the Cloud Native ecosystem. There are three Orchestrators that are widely utilized for 

container-based cluster management, as presented in the following [64]. 
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1. Docker Swarm: A Docker Swarm consists of a team of either physical or virtual machines that are 

running the Docker application and that have been configured to join together in a cluster. This 

cluster, consists of one or several nodes. According to that, one node runs a Swarm manager and 

each other node runs a Swarm agent. These nodes are the other machines that have Docker 

remote API available for Swarm manager. The responsibility of the manager is the orchestration 

and scheduling of containers on the agent nodes. While the connection between Swarm manager 

and agent is established by opening the port for Docker daemon, the Swarm manager can access 

all existing containers and Docker images in the agent node. 

2. Kubernetes: In the container ecosystem, Kubernetes is considered as the most promising 

orchestration system for Docker container. Kubernetes is a cluster orchestrator that consists of 

several Docker nodes and it provides multiple enhanced features. Those key features have to do 

with reliable container restarting, self-healing, organization and clustering, horizontal scaling. 

Furthermore, Kubernetes creates the new concept of label and pod to group the containers into 

logical units. The scheduling task is to attribute the pod that has an empty specified node in the 

label. The allowance of bypassing the scheduler by defining this field in pod specification, is a major 

advantage of Kubernetes. 

3. Mesos and Marathon: Mesosphere maintains Mesos and Marathon. Mesos and Marathon is a 

container framework which intends to build an efficient system. Four elements are consisting the 

architecture of Mesos: Mesos Master, Marathon, Zookeeper and Mesos slaves. Marathon is the 

container orchestrator that looks up the address of Mesos master via Zookeeper and it is 

responsible to start, monitor and scale the container. Mesos master then sends the task from 

Marathon to the Mesos slave that has sufficient required resources.  

 
Table 5: Comparison of auto-scaling features in container orchestrations 

 
      

While Docker Swarm is the native orchestrator of Docker, Kubernetes from Google is considered as the 

most feature-rich orchestrator.  Almost all the vendors and operators in the world consider Kubernetes as 

the de-facto container orchestrator for managing 5G workloads. 

 

Kubernetes for Cloud-Native 5G 
Kubernetes is the most capable option to explore and leverage the Cloud-Native capabilities. In respect to 

its flexibility, such an orchestration engine will accelerate the adoption of Container Network Functions 

(CNF) by operators.  Moreover, Cloud  Native  Computing  Foundation  (CNCF) is  an  open  source  software  
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foundation  under  the  umbrella  of  Linux  Foundation (LF), which  provides  structure  and  constraints  

for  being  Cloud  Native. This means that Kubernetes, not only offers a myriad of options for networking 

but also with the adoption of Network Service Mesh as a CNCF sandbox project, is poised to support nearly 

all other use cases [65]. For example: 

● Kubernetes supports dozen of carrier-grades key features including bridging VPNs, high 

performance vSwitch [66] 

● The CNCF-hosted project Container Network Interface (CNI) includes a lot of networking 

technologies, such as Multus and DANM 

● Network Service Mesh -a new sandbox project- creates layer two or three network endpoints, with 

great flexibility, similarly to how Envoy/Istio cope with TCP and HTTP 

● Kubernetes implements cluster functionality as a Custom Resource Definition (CRD)  

 

Further, Telco applications have very strict requirements especially in terms of latency. That means the 

deployment of some CNFs at the network Edge will be mandatory to meet these requirements. To meet 

this target, operators need to deploy Kubernetes at large scale with hundreds of thousands of instances 

at the edge. This distributed cloud architecture though, imposes challenges in terms of resource 

management and application orchestration. From this point of view, a lightweight Kubernetes, so-called 

k3s, is put forward to address the increasing demand for small, easy to manage Kubernetes clusters 

running in resource-constrained environments such as Edge. k3s is a highly available, certified Kubernetes 

distribution designed for production workloads in unattended, resource-constrained, remote locations or 

inside IoT appliances. It is straightforward to see that k3s will enable the rolling out of new 5G services 

relying on multi-access Edge Computing (MEC) deployments. k3s relies on the following Kubernetes 

components:  

 

● kube-apiserver: The Kubernetes API server validates and configures data for the api objects which 

include pods, services, replication controllers, and others. It is responsible for exposing different 

APIs. To do so, it maintains RESTful services to perform operations, hence allows the configuration 

and validation of data related to k3s objects including pods, services, etc.  

● kube-manager: Kube-manager is a daemon that embeds the core control loops shipped with 

Kubernetes. In applications of robotics and automation, a control loop is a non-terminating loop 

that regulates the state of the system. It is responsible for the overall coordination and health 

checking of the entire cluster. It acts as the conductor and the coordinator which ensures that the 

nodes are up and running and the pods are behaving the right way and the desired state of the 

configuration is continually maintained  

● kube-scheduler: It is responsible for physically scheduling artifacts which could be containers or 

pods across multiple nodes. Depending on the specified constraints in terms of CPU, memory, disk,  

affinity/anti affinity, etc., the scheduler selects the appropriate nodes that meet the criteria and 

schedules then the pod appropriately.  
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● kubelet: The kubelet is the primary "node agent" that runs on each node. It can register the node 

with the apiserver using one of: the hostname; a flag to override the hostname; or specific logic 

for a cloud provider.  

● kube-proxy: This is a network proxy which runs on the node to ensure TCP, UDP forwarding. It is 

used to reach services. More specifically, it reflects the services as defined in the Kubernetes API. 

It refers to the API server to build a bunch of iptables rules and reference the portal IP. The user 

must create a service with the apiserver API to configure the proxy.  

 

5 .4.2 Container Orchestration Challenges 
The run-time adaptation of the container orchestration is usually connected with some malfunctions, 

which mainly have to do with the design of tools and algorithms. Some of those challenges are (i) the 

design of state-of-the-art methods and tools for performance monitoring, (ii) the characterization and 

prediction, (iii) the design of resource and energy efficient auto-scaling and scheduling algorithms and (iv) 

the design of new ways for high-availability.  

Furthermore, the orchestration layer in a 5G network, needs to maintain a complete lifecycle. This 

lifecycle includes design, embodiment, configuration, and upgrades of containers/VNFs and their content. 

As 5G and IoT evolve, the orchestration layer should assure that those Network Services that comprise 

VNFs to enable use cases such as Network Slices, can provide guaranteed QoS across numerous sections 

[67]. The solutions proposed by the research community to address the above challenges are summarized 

in Table 3. 

Table 6: A summary of the solutions proposed by the research community to address the container orchestration challenges.  

 

5.4.3 Docker Vulnerabilities and Solutions 
Docker presents some vulnerabilities in terms of container isolation, host hardening and network security. 

Also, there are relevant security issues at the image distribution and container control levels. The 

developers of the Docker Image Vulnerability Analysis (DIVA) framework found out that both official and 

community images contain more than 180 vulnerabilities on average when considering all versions. That 
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challenge can be solved by means of automatic security updates. Frameworks for updates 

recommendation, such as RUDSEA103, can be an approach to mitigate the problem [67]. More specifically, 

Table 4, summarizes the solutions proposed by the research community to improve container isolation, 

image encryption and network security of those containers.      

 
Table 7: A summary of the solution proposed by the research community to address the security challenges 

 
 

5.4.4 SANCUS CI/CD 

Furthermore, the concept of Continuous Integration and Continuous Deployment (CI/CD) is important to 

be considered in SANCUS because the effectiveness of cloud-native system networks is shown to be 

increased when CI/CD tools and practices are implemented. Applications that are natively developed for 

the cloud platform benefit from CI/CD, because the software development of complex systems gets 

broken down into a set of smaller, more manageable loosely coupled microservice components, which are 

integrated into the application with their own delivery pipelines. As the number of components increase, 

the same happens to the need for automation in delivery.  

In general, CI/CD is a framework where software is continuously built, tested, deployed and validated 

throughout its lifecycle [68]. More specifically, it is a pipeline process that automates the steps involved 

between compiling a source code and having it delivered in a production environment.  

 
Figure 6: Scheme of the CI/CD process 

Available tooling in Kubernetes, the container orchestrator, along with dynamic and immutable 

infrastructure helps in reducing the complexity of implementing continuous delivery in a Cloud Native 

framework. The most important CI/CD tools are the following: 
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Table 8: Overview of CI/CD Tools 

CI/CD 
tools 

Description 

        

CircleCi is a CI/CD tool that supports rapid software development and publishing. Αutomation across the user’s 
pipeline is possible, from code building, testing to deployment. Also, CircleCI allows integration with Bitbucket, 

GitHub, and GitHub Enterprise and buildings using a container or virtual machine.  

 

Jenkins is an open-source automation server in which the central build and continuous integration process take 

place. Features such as building, deploying, and automating for software development projects are supported. 

Furthermore, it allows distributed builds with master-slave architecture and build schedules based on expressions. 

It is one of the most useful CI/CD tools. 

 

TeamCity is a JetBrains’s build management and continuous integration server. It runs in a Java environment and 

integrates with Visual Studio and IDEs and runs parallel builds simultaneously on different environments. It is 

capable of keeping the CI server functional and stable.  

 

 

Bamboo is a continuous integration server where the management of software application releases are 

automated. It covers building and functional testing, assigning versions, tagging releases, deploying and activating 

new versions on production. Detects new branches in Git, Mercurial, SVN Repos and applies the main line’s CI 
scheme to them automatically and triggers build based on the changes detected in the repository.  

 

 

GitLab is a suite of tools for managing different aspects of the software development lifecycle. The core product is 

a web-based Git repository manager with features such as issue tracking, analytics, and a Wiki. GitLab is allowing 
users to trigger builds, run tests, and deploy code with each commit or push. Provides also, container scanning, 

static application security testing (SAST), dynamic application security testing (DAST), and dependency scanning to 

deliver secure applications along with license compliance  

 

Buddy is a CI/CD software that builds, tests, deploys websites and applications with code from GitHub, Bitbucket, 

and GitLab. It employs Docker containers with pre -installed languages and frameworks to build on, along with 

DevOps, monitoring and notifying actions. 

 

Travis CI is a CI service used to build and test projects. Travis CI automatically detects new commits made and 

pushed to a GitHub repository. And after every new code commit, Travis CI will build the project and run tests 

accordingly. It also supports deployment to multiple cloud services and pre-installed database services. 

 

Codeship is a hosted platform that supports early and automatic software releases in multiple times. It helps 

software companies develop better products faster by optimizing the testing and release processes. It integrates 

with any tools, services, and cloud environments of choice.  

 

From ThoughtWorks, GoCD is an open-source tool to build and release software that supports modern 

infrastructure on CI/CD. It keeps configuration tidy by reusing pipeline configurations via GoCD’s template system 

and every pipeline instance is anchored to a particular changeset. 

 

Wercker can be a suitable choice for a new project based on Docker. Wercker supports organizations and their 

development teams to work with CI/CD, microservices, and Docker and Git integrations, including GitHub, 

Bitbucket, GitLab, and version control. 

 

Semaphore is a hosted CI/CD service used for testing and deploying software projects and establishes CI/CD 

standards with a pull request-based development process.  Automates any continuous delivery pipeline and runs 
on the fastest CI/CD platform. 
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Nevercode supports CI/CD for mobile apps. It helps build, test, and release both native and cross -platform apps 
faster. Nevercode key features are automatic configuration and setup and test automation like unit and UI tests, 

code analysis, real device testing, test parallelization. 

 

A multi-cloud continuous delivery platform that supports releasing and deploying software changes across 

different cloud providers is Spinnaker. It includes providers such as AWS EC2, Kubernetes, Google Compute Engine, 

Google Kubernetes Engine, Google App Engine, etc. It creates deployment pipelines that run integration and 

system tests, spin up and down server groups, and monitor rollouts. Also it triggers pipelines via Git events, Jenkins, 
Travis CI, Docker, or other Spinnaker pipelines. 

 

Buildbot is a “Python-based CI framework” where the compiling and testing cycles are automated to validate code 

changes. It also  automatically rebuilds and tests the tree after every change. Therefore, build problems are quickly 
pinpointed.  

 

The integration with ElasTest provides a comprehensive continuous integration system where network services as 

the System(s) Under Test (SUT) are deployed and managed through the Open Baton framework.  

 

The following table compares the six most valuable CI/CD tools: 

 
Table 9: The most useful and state-of-the-art tools for CI/CD 

      Jenkins CircleCi TeamCity Bamboo GitLab AWS CodeSuite 

OpenSour

ce 

Yes No No No No No 

Ease of 
Use 

& set up 

Medium Medium Medium Medium Medium Easy-Medium 

Built-in 

features 

3/5 4/5 4/5 4/5 4/5 4/5 

Integratio

n 

Very Good Medium Good Medium Good Very Good 

Hosting On premise & 
Cloud 

On premise & 
Cloud 

On premise  On premise & 

Bitbucker as 

Cloud 

On premise & 
Cloud 

On premise & 
Cloud 

Free 

Version 

Yes Yes Yes Yes Yes Yes 

Supported 

Oss 

Windows, Linux, 

macOS, Unix-

like OS 

Linux, MacOS Windows, Linux, 

macOS, Solaris, 

FreeBSD 

Windows, Linux, 

macOS, Solaris 

Linux 

distributions 

Windows, 

Linux, macOS 



952672 - SANCUS - SU-ICT-02-2020  
D2.1 - Security Concerns and Connectivity Approaches in the SANCUS Ecosystem [Public] 
 
  

83 
The research leading to these results has received funding from the European Union Horizon 2020 Program (2014 -2020) under grant agreement n° 952672 

There is a plethora of CI/CD tools to choose from. There is always a trade-off between the needs of the 
application and the key features of each tool. The cloud, speed and security restrictions are the ones that 
should be first considered in the selection of the CI/CD tool. Another important factor is data retention. 
Often for audit and quality assurance, there is a need for a look back at test results many months later. 
This is, also, a particular factor to consider for the proper tool selection.  
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5 Conclusion  
This report detailed the main outcomes of the study under Task 2.1 “Identification and classification of 

recent security concerns in the OEM supply chain”, and the initial architecture and connectivity 

considerations under the activities of Task 2.2 “Connectivity approaches in the scope of 5G cloud‐native 

system network”.  

An in-depth exploration of the vulnerabilities of the individual 5G Ecosystem domains, and their threat 

classifications as relevant to the intended SANCUS solution. Afterwards, the SANCUS solution was 

described in details, individually as engines, inducing their proposed detection and mitigation mechanisms. 

The findings of this task’s portion of the deliverable will serve as input  to the initial activities and 

development targets in WP3 ‘Validation and verification of firmware and open‐source platforms at code‐

level’, and WP4 ‘Joint modelling and optimisation of cyber security, digital privacy and QoS reliability’, 

while setting the basis for the T2.3 ‘Use cases definition and planning of attack scenarios’. 

In the meantime, this report also defines the initial high-level system architecture, and identified 

connectivity approaches between its individual components. The knowledge developed within this task’s 

section is considered the first pragmatic input to be provided for the critical task T2.4 ‘Collection of 

requirements, KPI selection and overall system architecture’ , and to WP5 ‘Automated security validation 

and verification of 5G cloud‐native network platforms’ at a later stage.   
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