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Glossary of terms and abbreviations used
Abbreviation / Term

Description

AcE

Attack Configuration Engine

AI

Artificial Intelligence

CA

Consortium agreement

CiV

Code Integrity Verification

DAC

Data Access Committee

DMP

Data Management Plan

DoW

Description of Work

DPIA

Data Protection Impact Assessment

DPO

Data Protection Officer

EU

European Union

FAIR

findable, openly accessible, interoperable and reusable

FiV

Firmware Inspection Validation

GiO

Game Implicit Optimisation

GPDR

General Data Protection Regulation

IoT

Internet of Things

MiU

Modelling of IoT Unit

SiD

System Intelligent Defence
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Executive Summary
This deliverable will provide the rules for the ethical issues as well as the personal data handling for the
SANCUS project. It will define management and clear policies regarding sharing and access of knowledge
components. This document gives also recommendations and protocols related to the involvement of
human participants and their personal data in the research procedures of SANCUS. Continuous monitoring
will be performed by the established management bodies of the project in order to make sure that no
ethical issues arise and all the data within SANCUS remain well managed.
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1

Introduction

1.1 Overview
SANCUS involves 15 Partners from 8 European countries, and aims to design and develop an analySis
software scheme of uNiform statistiCal sampling, aUdit and defence proceSses. The main idea draws on
formalising the logic of expressing (for the first time) the notions of cyber security and digital privacy by
means of final formulas and fuse them into optimisation strategies to acquire the truly optimum defence
recommendation in dynamic manner, i.e., with respect to the runtime changes of the telecommunications
network environment.
In this respect, SANCUS will dimension new inclusive Key Performance Indicator metric, namely, the
security-vs-privacy-vs-reliability efficiency trade-off, for measuring the system network cybersecurity and
privacy performance explicitly, flexibly, automatically and agnostically. To realise the heterogeneity of the
security and privacy levels across the system network and its supply chain, the proposed scheme sits on six
efficient engines, namely, FiV, CiV, SiD, AcE, MiU and GiO, which combine unique modelling of the Internet
of Things units, cutting-edge methods for automated firmware and software validation and verification, and
innovative Artificial Intelligence driven game techniques for the automated optimisation of the control and
trust of digital services. Extended evaluations of the project outcomes are also considered by means of
developing contemporary network testbed prototype built on latest 5G and cloud-native system setting
and running three pilot use cases for examining the scheme performance across Firmware, Virtualisation
and Management software layers. The SANCUS scheme will be delivered as integrated software suite and
it is expected to revolutionise the European research and development efforts, in and out, the cybersecurity
regime. All outcomes are planned to be audited and disseminated extensively.
The DoW describes this deliverable as:
D1.3- Project rules for ethical issues and data handling [M6]: This deliverable will identify ethics
issues, as well as, issues about protection of personal data and issues about informed consent
procedures. The rules agreed to be followed throughout the project will also be presented.
In this document the acquired and generated knowledge management and clear policies will be defined
regarding sharing and access of knowledge components. It will further support consortium Partners to
address all issues related to the involvement of human participants and their personal data in the research
providing recommendations and protocols for handling those issues.

1.2 Key issues, concepts and definitions
Personal data’ are defined as ‘any information relating to an identified or identifiable natural person’. An
‘identifiable natural person’, or ‘data subject’, is ‘one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person’ [1]1 .
‘Special categories of personal data’ (formerly known as ‘sensitive data’) are subject to more stringent
data-protection safeguards. They include ‘personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of genetic data,
1

(Article 4(1) GDPR)
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biometric data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation’ 2 .
When a project involves the processing of special categories of data, it is more likely to raise significant
ethics issues. In SANCUS there is no intention of acquiring such data categories but we must justify the
inclusion of this kind of data in case they arise in the project.
The definition of ‘data processing’ is very broad. It includes ‘any operation or set of operations which is
performed on personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction’ 3 .
It is highly likely that if a project involves any data about identifiable persons, even if they are not directly
participating in the research, we are processing personal data and must comply with EU and national law.
Only data that have been fully and irreversibly anonymised are exempt from these requirements.
Importantly, while pseudonymisation can provide individual data subjects with a degree of protection and
anonymity, pseudonymised data still fall within the scope of personal data because it is possible to reidentify the data subject.
Even if a project is using only anonymised data, the origin or acquisition of the data may still raise
significant ethics issues.
The GDPR places obligations on both:  the ‘data controller’, which ‘alone, or jointly with others,
determines the purposes and means of the processing of personal data’; and  the ‘data processor’, which
‘processes personal data on behalf of the controller’.
It is necessary to ensure that any project partners that process research data within the SANCUS project
comply with the GDPR and the H2020 ethics standards. Where the consortium partners share the
responsibility for processing personal data collected in the course of SANCUS, the project may have joint
data controllers. In this case, all project partners must set out their respective responsibilities in an
agreement available to data subjects and provide them with a single point of contact.

1.3 Structure of the deliverable
This deliverable consists of two parts according to the main topics it addresses: ethical issues and data
handling.
In section 1 there is an introduction, where an overview of the deliverable and the key concepts can be
found.
In section 2, Identifying and addressing ethics issues, general indicators of data processing operation can
be found, as well as in regard to SANCUS. Also, the pseudonymisation and anonymisation procedures are
analysed.

2
3

(Article 9(1) GDPR)
(Article 4(2) GDPR)
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In section 3 of the document, information regarding the data handling can be found. The main topics
analysed are: data protection by design and default, data minimisation, informed consent to data
processing, collecting data on children, use of previously collected data, data protection impact
assessments, profiling, tracking, surveillance, automated decision-making and big data, data security,
transfer of personal data to non-EU countries, collection of personal data outside the European Union,
deletion and archiving of data and data protection officers and other sources of help.
The last section of the deliverable consists of the conclusion, the evaluation, and the future work.
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2 Identifying and addressing ethics issues
All research projects that involve the processing of personal data must provide information about the data
protection provisions in the project. It is more likely that a project raises higher ethics risks if it involves
processing of ‘special categories’ of personal data (formerly known as ‘sensitive data’), processing of
personal data concerning children, vulnerable people or people who have not given their consent to
participate in the research, complex processing operations and/or the processing of personal data on a
large scale and/or systematic monitoring of a publicly accessible area on a large scale, data processing
techniques that are invasive and deemed to pose a risk to the rights and freedoms of research participants,
or techniques that are vulnerable to misuse, and collecting data outside the EU or transferring personal
data collected in the EU to entities in non-EU countries.

2.1 Indicators of data processing operations that may entail higher ethics risks
Data processing indicators that raise ethic risks
Types of personal
data

Data subjects

Scale or
complexity of
data processing



racial or ethnic origin



political
opinions,
philosophical beliefs



genetic, biometric or health data sex life or
sexual orientation



trade union membership



Children



vulnerable people



people who have not given their explicit
consent to participate in the project



large-scale processing of personal data




Data-collection or
processing
techniques

Indicators within SANCUS





religious

No such types of personal data
are handled within the SANCUS
or project.

Data subjects of SANCUS do not
make up any of these categories.

None of the specific scale or
complexity of data processing is
systematic monitoring of a publicly
foreseen to be performed within
accessible area on a large scale
SANCUS.
involvement of multiple datasets and/or
service providers, or the combination and
analysis of different datasets (big data)
and/or
privacy-invasive methods or technologies Data-collection
(the covert observation, surveillance, processing techniques within
tracking or deception of individuals)
SANCUS
follow
specific
guidelines described in detail in
using camera systems to monitor
the D1.2 Data Management
behaviour or record sensitive information
Plan. There is no indicator that
the
data-collection
and
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Involvement of
non-EU countries



data mining (including data collected from processing techniques will pose
social media networks), ‘web crawling’ or any ethics risk.
social network analysis



profiling individuals or groups (particularly
behavioural or psychological profiling)



using artificial intelligence to analyse
personal data



using automated decision-making that has
a significant impact on the data subject(s)



transfer of personal data to non-EU This is not applicable in SANCUS.
countries



collection of personal data outside the EU
Table 1: Indicators of high ethical risks

The research performed within SANCUS does not entail higher-risk data processing, thus, there is no need
to provide a detailed analysis of the ethics issues raised by the project’s methodology according to the EU
directives.

2.2 Pseudonymisation and anonymisation
To tackle ethical concerns regarding the use of personal data anonymisation can be applied. In this way
the data no longer relate to an identifiable person and therefore are not personal data and are outside the
scope of the data protection law. Anyhow, ethical issues can still be present in regards to the origins of the
data or the manner in which they were obtained.
Pseudonymisation and anonymisation are two different things and it is important to distinguish the
difference between them. Below are the definitions in respect to Article 89 from the GDPR.
Pseudonymisation entails substituting personally identifiable information (such as an individual’s name)
with a unique identifier that is not connected to their real-world identity, using techniques such as coding
or hashing. However, if it is possible to re-identify the individual data subjects by reversing the
pseudonymisation process, data protection obligations still apply. They cease to apply only when the data
are fully and irreversibly anonymised.
Anonymisation involves techniques that can be used to convert personal data into anonymised data.
Anonymisation is increasingly challenging because of the potential for re-identification.
Re-identification is the process of turning pseudonymised or anonymised data back into personal data by
means of data matching or similar techniques. 4
In SANCUS, the pseudonymisation and anonymisation procedures are not planned to occur on regular
bases. In case the necessity for data to be pseudonymised or anonymised arises, this will occur only for

4

(Article 89 GDPR)
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specific and justified reasons, and shall be further discusses in the updated versions of the D1.2 Data
Management Plan.
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3 Data Handling
3.1 Data protection by design and default
The ‘privacy by design’ concept makes up a common practice which provides a framework for focusing
the design of systems, databases and processes on respect for data subjects’ fundamental rights. A wider
concept of ‘data protection by design’, now included in the GDPR, requires data controllers to implement
appropriate technical and organisational measures to give effect to the GDPR’s core data -protection
principles5 .
In a research and development context, measures to achieve data protection by design could include:


pseudonymisation or anonymisation of personal data



data minimisation



cryptography



using data-protection focused service providers and storage platforms



arrangements that enable data subjects to exercise their fundamental rights

Regarding when it is necessary to apply the principle of data protection by design or how to apply it, the
following indications should be considered:


the nature, scope, context and purposes of processing



the severity of the risks to the data subjects’ fundamental rights in case of failure to protect their
information



the cost and availability of the technologies and applications needed

In SANCUS, the application of the principle of data protection by design shall be applied in case it can
mitigate the ethical risks raised by the data processing within the project and the manner to achieve this
shall be justified. This approach is emphasized by the principle of data protection by default. Wherever
there is the possibility to augment the level of data protection of the SANCUS research subjects, such
measures should be applied by default and not be considered as an extra option.

3.2 Data minimisation
Data processing must be lawful, fair and transparent. It should involve only data that are necessary and
proportionate to achieve the specific task or purpose for which they were collected 6 .
In the SANCUS project all partners should collect only the data that is necessary in order to achieve the
project’s research objectives. In case a partner is uncertain about the data he/she intends to collect, a data
minimisation review can be conducted to ensure that data are collected on a ‘need to know’ basis.
Data minimisation applies not only to the amount of personal data collected, but also to t he extent to
which they may be accessed, further processed and/or shared, the purposes for which they are used, and

5
6

(Articles 5 and 25 GDPR)
(Article 5(1) GDPR)
12
The research leading to these results has received funding from the European Union Horizon 2020 Program (2014 -2020) under grant agreement n° 952672

952672 - SANCUS - SU-ICT-02-2020
D1.3 – Project Rules for Ethical Issues and Data Handling
the period for which they are kept. SANCUS partners must minimise the processing of data in the most
possible way.
In case the partners of SANCUS have difficulty to fully identify the purpose of the data processing at the
time of data collection or they need to keep the data beyond the duration of the project, they must explain
and justify the data collection and retention arrangements. These partners must explain how they will
apply the principles of data minimisation and data protection by design in practice.

3.3 Informed consent to data processing
Informed consent is the cornerstone of research ethics. It requires you to explain to research part icipants
what the research is about, what their participation in the project will entail and any risks that may be
involved. Only after this information has been conveyed to the participants – and they have fully
understood it –their express permission to include them in the project can be seek and obtained7 [2]8
Whenever in SANCUS it is necessary to collect personal data directly from research participants, their
informed consent by means of a procedure that meets the minimum standards of the GDPR is obligatory.
This requires consent to be given by a clear affirmative act establishing a freely given, specific, informed
and unambiguous indication of the subject’s agreement to the processing of their personal data. 9 This can
be in the form of an electronic, hardcopy, or an oral statement. Also, records that document the informed
consent procedure must be kept, including the information sheets and consent forms provided to research
participants, and the acquisition of their consent to data processing.
For consent to data processing to be ‘informed’, the data subject must be provided with detailed
information about the envisaged data processing in an intelligible and easily accessible form, using clear
and plain language.
The information for the consent to the data processing must be detailed, easily accessible, clear and in
simplified language. The minimum information it should include is:


the identity of the data controller



the contact details of the DPO (if applicable)



the specific purpose(s) of the processing for which the personal data will be used



the subject’s rights as guaranteed by the GDPR and the EU Charter of Fundamental Rights



the right to withdraw consent or access their data, the procedures to follow should they wish t o
do so, and the right to lodge a complaint with a supervisory authority



information as to whether data will be shared with or transferred to third parties and for what
purposes

7

(Articles 4(11) and 7 GDPR)
For research involving clinical trials, data processing should also comply with Regulation (EU) No
536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials on medicinal
products for human use, and repealing Directive 2001/20/EC (OJ L 158, 27.5.2014, p. 1)
9 See also Article 7 GDPR and Guidelines on consent under Regulation 2016/679, Article 29 Working
Party (adopted 28 November 2017).
8
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how long the data will be retained before they are destroyed.

If in the course of SANCUS any significant changes are to be made to the methodology, processing, or the
use of the data, data subjects must be informed and express consent prior to the occurrence of the
changes.

3.4 Collecting data on children
All research involving children and young people raises significant ethical issues, because they usually are
not conscious of the risks and consequences of their involvement. This also occurs when it comes to the
processing of their personal data. SANCUS does not intent or foresee any collection or processing of data
involving children and young people.

3.5 Use of previously collected data (‘secondary use’)
In case any project partner makes use of publicly available data, details of the source(s) and confirmation
that the data are openly and publicly accessible and may be used for research purposes must be provided.
There is no intention of the SANCUS project to use personal data that were collected from a previous
research project. Additionally, there is no intention to use personal data provided by a third party and the
data subjects have not expressly consented to its use in this specific research projects. In case this need
arises, SANCUS partners must, in accordance with the GDPR, inform the data subjects about this10 . 11

3.5.1 Using ‘open source’ data
Some data are publicly available but even though, there are limits to their use. When using ‘open source’
personal data about identifiable people it should be made sure that the data processing is fair to the data
subject and that their fundamental rights are respected. In case data from social media networks are
obtained there is no obligation to have the data subjects’ explicit consent. However, it is important to
evaluate if these people intended to make their information public through the privacy settings or limited
audience to which the data were made available. It should also be clear that the intended use of the data
within SANCUS complies with any terms and conditions published by the data controller. A DPO can always
assist in such cases.

3.6 Data protection impact assessments
The Data Protection Impact Assessment DPIA12 is a process intended to evaluate the data-protection
impacts of a project, policy, programme, product or service and, in consultation with relevant
stakeholders, to ensure that remedial actions are taken as necessary to correct, avoid or minimise the
potential negative impacts on the data subjects.
10

(art.14 GDPR)
According to the GDPR, ‘[t]he legitimate interests of a controller, including those of a controller to
which the personal data may be disclosed, or of a third party, may provide a legal basis for processing,
provided that the interests or the fundamental rights and freedoms of the data subject are not
overriding, taking into consideration the reasonable expectations of data subjects based on their
relationship with the controller’. See also recital 47 and Article 89 GDPR.
12 Guidelines on data protection impact assessment (DPIA) and determining whether processing is ‘likely
to result in a high risk’ for the purposes of Regulation 2016/679, Article 29 Working Party (last revised
and adopted 4 October 2017).
14
11

The research leading to these results has received funding from the European Union Horizon 2020 Program (2014 -2020) under grant agreement n° 952672

952672 - SANCUS - SU-ICT-02-2020
D1.3 – Project Rules for Ethical Issues and Data Handling
Under the GDPR, a DPIA is a mandatory for processing operations that are likely to ‘result in a high risk to
the rights and freedoms of natural persons’ 13 . These include in particular:


a ‘systematic and extensive’ analysis of personal data in the context of automated processing,
including profiling, where this has a significant effect on the data subject



large-scale processing of ‘special categories’ of personal data, or of personal data relating to
criminal convictions and offences



a systematic monitoring of a publicly accessible area on a large scale.

Driven by the objectives and methodologies to be applied in SANCUS, the completion of an initial data
protection impact assessment (DPIA) at the onset of the project will be applied, in order to identify initially
planned data flows, to assign roles and responsibilities, and to define compliance and risk mitigation
measures (consents, transparency notices, data minimisation, distributed data processing, and data
subject rights procedures). It will further be maintained and continuously updated throughout the project,
to ensure its continued validity, in constant liaison with all project partners to ensure awareness of risks
and constraints.

3.7 Profiling, tracking, surveillance, automated decision-making and big data
Due to the need to collect and analyse user behaviour in a structured manner, certain ethical issues may
potentially emerge in the SANCUS project. Specifically, the collection and analysis of behaviour constitutes
a further processing of personal data (since data will be entered by humans), which may not be anticipated
by the data subjects, and which will need to be justified in terms of data protection. Furthermore, the
collected data is analysed to optimise services based on past behaviour.
This implies at least a basic form of profiling to be conducted, and creates the risk of discrimination, unfair
treatment, and automated decision making, at least if no sufficient safeguards are built. Protecting end
users against resource allocation that may be suboptimal for their personal situation, inadvertently creates
a risk of discrimination or unfair treatment (either because persons in substantially similar situations are
treated differently on the basis of automatically collected data, or because people in substantially different
situations are treated in the same manner on the basis of automatically entered data). In SANCUS’ trials,
this is not only a theoretical and conceptual concern, since algorithms affect the safety of the data
collected, and thus also effect the user themself. Ethics issues concerning data protection should be
treated with the following bias: humans must be appropriately protected against algorithms that may
inadvertently harm them.
To manage and mitigate possible issues for human participation in SANCUS, automated processing or
profiling of personal data and the monitoring or tracking of research participants, with regard to their
behaviour, robust informed consent procedures must be in place and the measures that will be taken to
protect both their personal data and fundamental rights shall be addressed. In the case of large-scale
processing of personal data using techniques such as data-mining, ‘web crawling’ or social network
analysis, SANCUS partners should address the ethics implications of the research methods and the GDPR
compatibility of the data processing.

13

(art.35 GDPR)
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The GDPR includes specific safeguards related to the automated processing or ‘profiling’ of personal data
that has, or is likely to have, a significant legal or material impact on the data subject 14 .
The GDPR safeguards are designed to enable the data subject to:


understand that they are subject to profiling



know the logic behind the processing and any envisioned consequences of such processing



object to or opt out of the processing



contest or seek human intervention in respect of the automated decision reached.

3.8 Data security
In any case personal data is collected, the partner in charge has ethical and legal obligations to ensure that
participants’ information is properly protected. This is an important task in order to protect the
participants’ rights and freedoms, and to diminish the ethics risks related to the data processing.
The GDPR requires all data controllers and processors to implement appropriate technical and
organisational measures to ensure a level of data security that is commensurate to the risks faced by the
data subjects in the event of unauthorised access to, or disclosure, accidental deletion or destruction of,
their data. 15
SANCUS provides details of the measures that will be implemented to protect the personal data processed
in the course of the project in this document, as well as in the D1.2 Data Management Plan, which will be
continuously updated during the project’s lifetime.

3.9 Transfer of personal data to non-EU countries
Sending participants’ personal data to partners, collaborators or service providers outside the EU raises
ethical and legal issues that can be difficult to address in practice. In the SANCUS project no such action is
foreseen or shall be applied.

3.10 Collection of personal data outside the European Union
Collecting personal data from research subjects in non-EU countries also raises ethical issues. In the
SANCUS project no such action is foreseen or shall be applied.

3.11 Deletion and archiving of data
Personal data in SANCUS shall be kept only as long as it is necessary for the purposes they were collected.
The project’s research participants shall be aware of these purposes by informed consent procedures. As
soon as the research data are no longer needed, or the preservation period is over, SANCUS partners must
securely delete the data in their entirety and make sure that they cannot be recovered. Data retained for
auditing processes should be stored securely and processed only for those purposes.

3.12 Data protection officers and other sources of help
In SANCUS there is not one specific person appointed as a DPO for the entire project. Rather than that,
some of the project partners have their own DPO, at an institutional level, and where necessary, those
14
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(article 22 GDPR)
(art.32 GDPR).
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partners seek their advice in order to meet their data protection obligations. In case it is necessary, the
DPO’s contact details are made available to all the data subjects involved in the research or in specific
tasks.
SANCUS as planned from the beginning of the project, requires no consents or permissions from ethics
boards, regulatory authorities or supervisors, nor any drafting of research protocols. The SANCUS project
contains steps to identify any currently unknown national constraints, and resources for adhering to them,
so that any currently unknown compliance requirements can be met. If required by the relevant national
legislation and institutional rules, an ethics application will be submitted to the relevant institutional or
national ethics committee to seek prior approval for the research and ensure compliance with ethical
principles and relevant national legislation.
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4 Conclusion
4.1 Summary
In this document, the project rules for ethical issues and data handling for the SANCUS project have been
introduces. All the project rules and ethical issues about data handling are created and applied according
to the GDPR directives. It is a top priority for SANCUS to operate in line with ethical and data protection
standards. This deliverable was written in order to establish a clear image of the ethical issues that shall be
addressed withing SANCUS, and therefore provide the project rules for managing these issues and further
handle the project data.
The research performed withing the SANCUS project does not intent to raise any high-ethical risks. All data
shall be handled successfully and in case any risk occurs in the duration of the project, there are project
rules established to mitigate those risks.

4.2 Evaluation
The Project Rules for Ethical Issues and Data Handling have been created using successful previous
experiences in various H2020 research projects. There have been no main ethical issues detected so far
and it is not foreseen that any major risk in the implementation of the data handling will arise in the future
of the project.

4.3 Future work
Data handling regarding the ethical issues is an important matter. As a result, continuous monitoring will
be performed to make sure that no ethical issues arise and all the data within SANCUS are well managed.
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