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Executive Summary
This Deliverable D7.2 ‘Dissemination and Communication Plan’ defines the work under Task T7.1
‘Dissemination activities and Maximisation of Project Impact’. Led by eBOS Technologies, with
involvement from all of the partners, the task will define all dissemination and communication (D&C)
activities and tools that will be used by the consortium to reach the project’s stakeholders, with the overall
objective to orchestrate the value and impact of this research activity towards positive societal challenges.
It is worthy to mention that the COVID-19 Pandemic has impacted the initial plan of dissemination and
communication activities plan, as it has done to most aspects of our lives. Within the project, the major
change relating to this task would be the virtualization of both the internal plenary meetings, as well as
the external engagement events originally envisioned, such as conferences and exhibitions. While most of
the pragmatic targeted events are virtualized, and still enable outreach to external stakeholders, yet losing
the physical face-to-face interaction, in representing the project, and interacting with target audiences will
undoubtedly have some detrimental effect in general.
This report, is the first of a series of four consecutive reports, where it will first detail the project’s
dissemination and communication tools and activities, plan, and evaluation criteria, while the following
reports will describe annual updates of the actions performed within the plan, and throughout the project
lifetime. Namely ‘Dissemination and Communication Actions’ D7.3 at month 12, D7.4 at month 24, and
finally D7.5 at month 36.
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1

Introduction

The SANCUS project involves 15 Partners from 8 European countries, and aims to design and develop an
analySis softwAre scheme of uNiform statistiCal sampling, aUdit and defence proceSses. The concept
draws on formalising the logic of expressing the notions of cyber security and digital privacy by means of
final formulas and fuse them into optimisation strategies to acquire truly optimum defence
recommendations in dynamic manner.
To realise the heterogeneity of the security and privacy levels across the system network and its supply
chain, the project will design six engines, which combine unique modelling of the Internet of Things units,
cutting-edge methods for automated firmware and software validation and verification, and innovative
Artificial Intelligence driven game techniques for the automated optimisation of the control and trust of
digital services.
Due to the numerous technological novelties and their applications produced by the project, their
dissemination to the maximum number relevant stakeholders is a key success factor for the project. The
collective external stakeholders have been identified to have possible benefits from the project’s prime
offering, a novel and cost‐effective solution for inspection and analysis of OEM firmware.
This task at hand, in addition to task T7.2 ‘Exploitation plan, business analysis and knowledge transfer’ and
Task 7.3 ‘IPR handling and innovation management’, and finally T7.4 ‘Standardisation, audit and
certification’, will orchestrate consortium efforts towards maximizing the overall impact of the project. All
of which within Work Package 7 ‘Dissemination, Communication and Exploitation of Results’.

1.1 Mapping SANCUS Outputs
The purpose of this section, is to map SANCUS’ Grant Agreement (GA) commitments, both within the
formal Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to SANCUS' GA Deliverable & Tasks Descriptions

SANCUS
Component Title

GA SANCUS GA Component Outline

Respective Justification
Document
Chapter(s)

Task
Dissemination
activities
Maximisation
Project Impact

This task will make use of the EC Chapter 4 Detailed dissemination
communication best practices to
and communication paths
Chapter 5
and define the D&C plans and to select Chapter 6 plan and evaluation of
each activity.
of appropriate
7.1:

tools to be used by the consortium
for
internal/external
communication.
The
main
elements of the D&C plan will
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be tasks, responsible Partners,
materials
used,
audience
addressed and timing.
D&C plan includes:
(a) project identity definition;

Chapter 2

(b) target group definition;

Chapter 3

(c) issue of dissemination material; Chapter 4
(d) selection of the appropriate Chapter 5
communication activities;
Chapter 6
(e)
evaluation
of
the
communication
activities
performed.







Project identity
Communication
activities
Dissemination
activities
Activities plan
Evaluation

1.2 Deliverable Overview and Report Structure
The structure of the following sections of the report are as follows:







Chapter 2, introduces the project identity.
Chapter 3, defines the communication plan, channels, and target audience.
Chapter 4, defines the dissemination plan, tools, and stakeholders.
Chapter 5, provides an overview of the plan for activities.
Chapter 6, details the measurable metrics of the activities.
Chapter 7, is the conclusion of the report.
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2 Project Identity
Prior to designing any other visual components for the project, the logo was created by NCSRD. It was
designed emphasising triangles to symbolize the project’s key objective, i.e. the novel approach to express
the (three) Security-vs-Privacy-vs-Performance metrics (apexes of the triangles) as a single unified tradeoff, and the optimization process towards the optimal defence recommendation(s) subject to
vulnerability/threat detections. This concept behind the logo is unique and provides unity overall the
project’s visual identity.

Figure 1 SANCUS Project Logo

Following the logo’s concept, the design elements created for the website, used the same colour scheme
of black and grey, accented by the Red colour to symbolize the security threats that will be mitigated
through the project’s product. The Red-threats infiltrate graphical elements representing software and
hardware, that are Shielded by SANCUS’ system.

Figure 2 Graphical element from the project website
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3 Communication Activities
Communication activities about the project and results, involve the use of multiple channels and tools by
the project’s partners to reach multiple audiences (including the media and the public). All with the unified
aim to inform and reach out to society, show the benefits of the research work performed under the
Horizon H2020 framework, and specifically within the SANCUS project.
The following activities were collectively and strategically chosen by the consortium in order to be first
and foremost effective (i.e. suited to achieving the communication goals of the project), as well as
proportionate in scale to the project’s actions and goals. Jointly aiming to reach relevant audiences beyond
the project’s direct community and beyond the lifetime of the project.
In addition to the communication toolset, the consortium will be holding the regular internal meetings, as
per needs of specific tasks, work packages or periodic updates plenaries, as well as host a number of
Advisory Board (AB) meetings. The advisory board will be comprised of Experts of electronics and
telecommunications, and Law Enforcement, to advise the consortium on technical and innovation issues,
monitor progress, contribute to requirements and review project results. All of the above mentioned are
integral to implementation, but also for the continuous sharing progress, and updates of results.

3.1 Project’s Website
The website was launched at 1st September, just prior to project kick-off on 10th September 2020. Its design
methodology and associated technologies are fully detailed in its own Deliverable ‘D7.1 Project Website’.
Undoubtedly the most important component of the SANCUS’ communication toolset, as it will inclusively
contain all of the project’s data, progress, and findings. It is also the only tool that can reach most of the
target audience tiers.
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The Figure 3 to the right shows the design of the homepage,
Where the contents are structure into:
1.
2.
3.
4.
5.
6.

7.
8.
9.
10.

Project concept,
Objectives,
Methodology,
Consortium,
Use cases,
Dissemination & communication,
a. Dissemination Activities
i. Publications
ii. Deliverables
iii. Newsletters
b. Communication Activities
i. Brochures & Flyers
ii. Newsletters
iii. Public Engagement
iv. Video clips
News & events,
Newsletter Subscription,
Links to Social Media Channels,
Contact.
Figure 3 SANCUS Homepage

3.2 Online Internal Community
A private section of the SANCUS website will be made available to the consortium and European
Commission officials, in order to have secure access to the confidential deliverables, and other supporting
documents of the project.

3.3 Social Media Channels
This section describes the SANCUS project social media accounts, namely Twitter, Facebook, LinkedIn
pages, and YouTube Channel, as part of the communication tools that will be utilised within the project.
These four social media channels provide directional and individual push targeting that usually drives high
impact from their audiences. In contrast to the Project’s website and other communication or
dissemination tools, social media channels will specifically be used to communicate research progress and
results in a way that is not overly technical and understood by non-specialists that make the public
audience.
I.

SANCUS LinkedIn Page https://www.linkedin.com/company/67966051/
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LinkedIn is the platform of choice for researchers, companies, and industry professionals. Thus, it
will be extensively used for communication and dissemination of the project’s news, events, and
outcomes. This platform also provides easy ‘sharing’ of the posts, by the project consortium’s
individual pages, which will in turn maximize the impact and the reach of the dissemination and
communication activities. The next Figure shows the LinkedIn page overview, with the post of the
project kick-off on 10th of September 2020.

Figure 4 SANCUS LinkedIn Page

II.

SANCUS Facebook Page https://www.facebook.com/Sancus-Project-107769671052085/
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Facebook is by far the most widely used social media platform, exceeding 2.7bn/month 1 . Thus,
statistically it will enhance our reach to a greater and more diverse audiences, while at the same
time provide some readily-applicable tools such as event creation to host upcoming workshops,
demonstrations and webinars. Figure 5 below shows the page at project launch.

Figure 5 SANCUS Facebook Page

III.

1

SANCUS Twitter Page https://twitter.com/ProjectSancus
Twitter platform offers access to a different audience than LinkedIn, or Facebook, as it provides
further reach by topics of interest using the various hashtags. Consequently, by using all platforms,
we will maximize the engagement and response to potential interest in all the topics that will be
covered by the project activities, events and outcomes. Figure 6 below shows the Twitter page at
launch.

https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-users-worldwide/
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Figure 6 SANCUS Twitter Page

IV.

SANCUS YouTube channel https://www.youtube.com/channel/UCqABEt77fTOZN0StiPClUYg
This YouTube channel was created to host the upcoming videos of the project, which are planned
to be at least three (one per year). The videos will offer a valuable and essentially different
channel, that will enable fast dissemination of the project’s value, and results to all relevant
stakeholders. After initially being hosted in this official channel, the project videos will be shared
on all the other social media channels in addition to the website, for easy reference, and tracking
of engagement. Figure 7 Below shows the channel at launch.

Figure 7 SANCUS YouTube Channel
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3.4 Project Kick-off Releases
Following kick-off meeting, an article introducing the project, its goals and its consortium was published
on the SANCUS website news page (https://www.sancus-project.eu/news-events/ ) shown in Figure 8 on
the left. Afterwards, several of the project partners sought to endorse the project by promoting their
SANCUS engagement through their own channels, as part of the collaborative D &C efforts. The first of
these articles is shown in the Figure 9 on the right, published by eBOS Technologies on their own website’s
blog (http://www.ebos.com.cy/new-h2020-project-sancus-focusing-on-ai-defence-automation-kicks-off
). Further project-related press releases to be published by partners will be included in the future iterations
of this D&C report.

Figure 8 Kick-off Article on SANCUS News Page

Figure 9 Kick-off Article on eBOS Website
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4 Dissemination Activities
In contrast to communication, the dissemination activities and their toolset will focus on project’s results
only. Thus, the dissemination audience are vastly different, where they will be mostly comprised of the
project partners, research peers, industry, commercial actors, professional organizations, policymakers,
and the scientific community in general. Publications, newsletters, and deliverables. These audience’s
interest in the project results will be to direct uptake of results and their application to their work, field,
products etc.
The aim of all the dissemination activities is to transfer of knowledge and results to the ones that can best
make use of it, therefore maximizing the impact of project efforts, and enabling the value of results to be
potentially wider than the immediate focus.
The dissemination activities can be broadly summed up into three categories:
I.

II.

III.

Publications
a. Scientific journals
b. White papers
c. Newsletters, brochures, annual reports
Events
a. Conferences
b. Exhibitions
c. Workshops, demonstrations and seminars
Networking
a. Relevant H2020 Projects
b. Pan-European Stakeholders
c. Standardization bodies

Engagement in these activities will be accomplished collectively by the consortium, but also by the most
appropriate project partner, where applicable, as per their expertise and connections which will facilitate
achieving the desired objectives.
Among the Pan-European Stakeholders initially envisioned are (but not limited to):
I.

II.
III.

5G-PPP: 5G Infrastructure Public Private Partnership is the joint initiative between the European
Commission and European ICT industry (ICT manufacturers, telecommunications operators,
service providers, SMEs and researcher Institutions).
ECSO: The European Cyber Security Organisation is the private counterpart to the European
Commission in implementing the contractual Public-Private Partnership (cPPP) on cybersecurity.
NESSI: The Networked European Software and Services Initiative, provides input to the EU
Institutions on research actions and technology matters of particular importance to the software
domain, and the overall aim is to enable the software and services sector help vitalize the great
potential of the European economy and society. NESSI gathers partners and members from all
over Europe, both from industry and academia, and engages in close dialogue with the European
Commission and other stakeholders on several topics of specific relevance to NESSI - such as Big
Data Value, Cloud Computing and Software Engineering.
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IV.

V.

VI.

NGI: The Next Generation Internet is a European Commission initiative that aims to shape the
development and evolution of the Internet into an Internet of Humans. An Internet that responds
to people’s fundamental needs, including trust, security, and inclusion, while reflecting the values
and the norms all citizens enjoy in Europe.
ENISA: The European Union Agency for Cybersecurity, is the Union’s agency dedicated to achieving
a high common level of cybersecurity across Europe. ENISA contributes to EU cyber policy,
enhances the trustworthiness of ICT products, services and processes with cybersecurity
certification schemes, cooperates with Member States and EU bodies, and helps Europe prepare
for the cyber challenges of tomorrow. Through knowledge sharing, capacity building and
awareness raising, the Agency works together with its key stakeholders to strengthen trust in the
connected economy, to boost resilience of the Union’s infrastructure, and, ultimately, to keep
Europe’s society and citizens digitally secure.
DG CNECT: The Commission's Directorate‑General for Communications Networks, Content and
Technology is responsible to develop a digital single market to generate smart, sustainable and
inclusive growth in Europe.

Partners have expressed indicative lists for specific journals, conferences and events in the Grant
Agreement, as per their expertise, the highlights of which will be listed below. Publications and all resultsrelated content will be made Open Access to the public, complying with H2020 principles. The next chapter
will detail the planned phases of results exploitation paths.
Targeted journals, conferences and events targeted by the Project Consortium:
I.

II.

Journals
a. Elsevier,
b. Springer,
c. ACM Transactions,
d. IEEE Security and Privacy,
e. IEEE Transactions on Cybernetics,
f. IEEE Transactions on Information Forensics and Security,
g. IEEE Systems journal,
h. Computers and Security,
i. ACM Transactions on Information and System Security,
j. International Journal of Information Security.
Conferences
a. EuCNC,
b. 5G Expo Europe,
c. ENUSA Annual Privacy Forum,
d. European Cybersecurity Month,
e. ACM Symposium on Computer and Communication Security,
f. IEEE Symposium on Security and Privacy,
g. USENIX Security Symposium,
h. IEEE Computer Security Applications Conference.
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5 D&C Activities Plan
The SANCUS Dissemination and Communication Activities’ Time plan is subdivided into four major phases,
each with its own objectives, target audiences, channels and goals, corresponding and parallel to the
project progress. The following Figure 10 portrays the four phases, their spans, and the type of information
associated with each phase.

Phase IV:
Valorisation

Phase II: Accelerate
Impact

Phase I: Awareness
(M1-M12)
•Present Objectives &
Expected Results

Phase III: Results

(M34-M36+ )

(M27-M33)

•Final results, policymaking, standization
impact

•Demo usage & results

(M13-M26)
•Present Solution
Capabilities
•Demo usage & results

Figure 10 SANCUS D&C Phases

Spanning the first year of the project lifetime (M01-M12), the objective of ‘Phase I’ is to create awareness
about the project in general and its expected results, for as many stakeholders as possible at this stage.
‘Phase II’ will then leverage this achieved awareness from the preceding phase, elaborate on the expected
results to the target stakeholders, and thus boosting the potential impact.
The following ‘Phase III’ will aim to further increase impact through collaboration, by emphasizing the use
of the project’s results for attracting end-users, customers and potential partners.
Finally, ‘Phase IV’ will consolidate all of the scientific as well as business findings of the project, to
demonstrate the value of the results to all internal and external stakeholders via all communication and
dissemination tools available. The Table 2 that follows will express the details of their target audiences,
channels and goals of the phases.
Table 2 SANCUS D&C Phases Overview

Phase
I: Awareness






Target Audiences
Industry
Technological
Research
Academia





Channels
Brochures & posters
Website
Social media




Goals
General visibility
Attract potential
customers, investors
& collaborators
17

The research leading to these results has received funding from the European Union Horizon 2020 Program (2014-2020) under grant agreement n° 952672

952672 - SANCUS - SU-ICT-02-2020
D7.2 – Dissemination and Communication Plan [Public]


II: Accelerate
Impact




ICT developers &
Integrators
Component vendors
End-users



Conferences &
workshops



Conferences,
exhibitions &
workshops
Journal publications
Website & social media









III: Results

IV:
Valorization






End-users
Potential investors

All target audiences









Conferences,
exhibitions &
workshops
Journal publications
Website & social media
Industry-focused
events
Demos (clients &
events)
Website & social media
Journal publications







Exposing expected
impact to end-users
Establish synergies
with other projects
Informing EC
authorities
Attracting
collaborators
Attracting potential
customers
Attracting potential
investors
Demonstrating impact
& added value
Transitioning to postproject exploitation
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6 Evaluation
This chapter will next present the success indicators of the aforementioned dissemination and
communication actions through measurable targets that will be evaluated and measured throughout the
project lifetime as shown in Table 3 below.

Table 3 SANCUS D&C Metrics and Success Indicators & Targets

Communication/Dissem
ination Means

Success Indicator
s

Target

Target audience outputs

Timeline

Project’s brand & identi
ty

Visual identity (Lo
go, fonts, Color p
alette, etc.)

1

All

Ready by M1

Project’s website

Search Engine Op
timization Metric
s

1

1000 unique visitors/year

Ready by M1,

# of documents

1

30 unique connections per
month

Social Media

# or users

2x
social
media
chann
els

800 followers in
Twitter/Facebook/ LinkedI
n/YouTube

By M24

Promotional Videos

# of views

3

>1500 views

By M36

Scientific Journal Public
ations

# of elements

8‐12

100 readers per publication M12‐M36
among

Online Internal

regularly
updated

Community (private
section of website)

academic & research
community
Project meetings, round
tables

# of events

10

>40 Internal &

M1‐M36

invited stakeholders

Newsletters, success sto # of publications
ries,

15

>500 subscribers

M1‐M36

4

500 recipients with a

M7‐M36

factsheets
Policy briefs, white
papers

# of publications

Deliverables (Public)

QA Standards

focus on policy‐makers
>20

500 recipients

M1‐M36
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Brochure and
annual report

# of stakeholders

300

500 recipients

M1‐M36

Liaison with ECSO, Parti
cipation in

# attended event
s

>6

>50 participants reached

M1‐M36

out per event

WGs and events
Liaison activities, comm # of relevant proj
on events with other H2 ects
020 projects & knowled
#
of
joint
ge exchange
workshops

10

>100 researchers on projec
ts

M1‐M36

3 contributions to standard
s bodies

M12‐M36

3

Liaison with
# liaison with SDA 3
relevant standardization s
bodies
#
active
contributions to
standards
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7 Conclusion
This report detailed the deliverable D7.2 ‘Dissemination and Communication Plan’, which is one of the
main outputs of Task 7.1: ‘Dissemination activities and Maximisation of Project Impact’, performed within
Work Package 7 ‘Dissemination, Communication and Exploitation of Results’, where the overall purpose is
to maximize the reach of the project’s results and value to relevant stakeholders at predefined stages.
The deliverable included an overview of the design concept of the project’s identity, followed by the
communication and dissemination methodology, the time plan for all associated activities, and finally
success metrics for evaluating the impact of the aforementioned activities.
As already mentioned, this is a first of four consecutive reports. While this current version described the
proposed D&C tools, actions, phases and targets; the following reports will detail annual updates of the
actions performed within the plan, and throughout the project lifetime. Namely ‘Dissemination and
Communication Actions’ as D7.3 Year 1, D7.4 Year 2, D7.5 Year 3 respectively.
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